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Introduction

Who is the Salesforce Certified Integration
Architecture Designer?

The candidate looking to obtain the Integration Architecture Designer Certification assesses
the architecture environment and requirements and designs sound and scalable technical
solutions on the Force.com platform that meet end-to-end integration requirements. The
candidate has experience communicating solutions and design trade-offs to business
stakeholders.

The experience and skills that the candidate should possess are outlined below:

Has 5+ years of delivery experience.

Provides experienced guidance on the appropriate choice of on-platform and off-
platform technology.

Understands integration capabilities and patterns, design trade-offs, and has the
ability to communicate design choices.

Has held a technical architect role on multiple complex deployments or has gained
equivalent knowledge through participation and exposure to these types of projects
[either with single or multiple projects].

Has a thorough understanding of Web Services in general and SOAP and REST
specifically; understands the basic workings of HTTP/S.

Understands the different Force.com APIs and is able to design solutions using the
appropriate API.

Understands data migration considerations, design trade-offs, and common ETL
tools.

Has experience with common integration patterns used on the Force.com Platform.
Understands patterns/mechanisms to secure integrations, such as TLS for HTTP.
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Learn Materials
General Resources

Here are some comprehensive general resources that are a good starting place for your self-
paced study.

This article provides an overview of the fundamental developer integration points available
on the Force.com platform. After reading this article, you will be aware of approaches you
could take, and you'll have enough pointers to more in-depth material to implement your
integration.

A typical enterprise uses many applications, many or most of which are not designed to
work with one another out of the box. Integrating separate but related apps helps
organizations achieve greater levels of operational consistency, efficiency, and quality.

One of the most frequent tasks Force.com developers undertake is integrating Force.com
apps with existing applications.

UML sequence diagrams model the flow of logic within your system in a visual manner,
enabling you to document and validate your logic, and are commonly used for both
analysis and design purposes. Sequence diagrams are the most popular UML artifact for
dynamic modeling, which focuses on identifying the behavior within your system.
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https://developer.salesforce.com/page/Integrating_with_the_Force.com_Platform
https://developer.salesforce.com/page/Integrating_with_the_Force.com_Platform
https://developer.salesforce.com/page/Integration
https://developer.salesforce.com/page/Integration
https://developer.salesforce.com/events/webinars/salesforce_platform-apis
https://developer.salesforce.com/events/webinars/salesforce_platform-apis
http://agilemodeling.com/artifacts/sequenceDiagram.htm
http://agilemodeling.com/artifacts/sequenceDiagram.htm
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Catalog of Patterns of Enterprise Application Architecture

These pages are a brief overview of each of the patterns in P of EAA. They aren't intended to
stand alone, but are merely a quick aid for those familiar with them, and a handy link if you
want to refer to one online.

Patterns in Enterprise Software

In recent years, there's been a small but useful growth in describing patterns for the
development of enterprise systems. This page lists the most notable catalogs on these
patterns and some thoughts on the broad interrelationships between them.

Please register in the Salesforce Success Community and join our Architect
Success group here.
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http://martinfowler.com/eaaCatalog/
http://martinfowler.com/eaaCatalog/
http://martinfowler.com/articles/enterprisePatterns.html
http://martinfowler.com/articles/enterprisePatterns.html
https://success.salesforce.com/loginswitcher?startURL=%2F_ui%2Fcore%2Fchatter%2Fgroups%2FGroupProfilePage%3Fg%3D0F930000000blKv
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General Overview

The following pages will introduce you to various focuses within the Integration
Architecture. You will be introduced to relevant objectives that require a very specific set of
skills, and the curated learning materials that will help you to achieve them.

e Technologies and Overall Integration Strategy
o Integration Solution Tools
e Security

Each learning resource has a related skill level: Beginner, Intermediate, or Advanced.
Resources marked Core cover essential concepts, while those marked Recommended
provide additional materials for further edification.
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1. Technologies and Overall Integration Strategy

This section provides an overview of tools and methods for designing effective integration
strategies.

1.1 Describe the Enterprise Integration landscape and overall
integration strategy, detailing associated risks, trade-offs, and
business and technical considerations within a customer
environment.

Integration Architecture for the Salesforce Platform

This post shares patterns gathered from my experience in creating an effective Integration
Architecture for clients, and shares a reference design drawn from many of these.
Tags: Beginner, Core

1.2 Awareness of data backup/archiving/data warehousing

integration strategies.

Salesforce Backup and Restore Essentials Part 1

This article provides in-depth details on core backup concepts, Salesforce APIs used for
backup processes, and how to benchmark backup performance and ensure your backups
are running as smoothly as possible.

Tags: Intermediate, Recommended

Salesforce Backup and Restore Essentials Part 2

This article discusses some additional benefits to having a backup & restore process that
aren’t directly related to disaster recovery, such as using backup/restore in your release
management process, and demonstrates ways to increase your overall return on
investment that you might not have even considered.

Tags: Intermediate, Recommended
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https://developer.salesforce.com/blogs/developer-relations/2014/11/salesforce-integration-architecture.html
https://developer.salesforce.com/blogs/developer-relations/2014/11/salesforce-integration-architecture.html
https://developer.salesforce.com/blogs/engineering/2015/03/salesforce-backup-restore-essentials-part-1-backup-overview-api-options-benchmarking.html
https://developer.salesforce.com/blogs/engineering/2015/03/salesforce-backup-restore-essentials-part-1-backup-overview-api-options-benchmarking.html
https://developer.salesforce.com/blogs/engineering/2015/06/salesforce-backup-restore-essentials-part-2-restore-strategies-processes-sovan-bin.html
https://developer.salesforce.com/blogs/engineering/2015/06/salesforce-backup-restore-essentials-part-2-restore-strategies-processes-sovan-bin.html
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1.3 Recommend and justify the appropriate integration strategy and

the use of common integration patterns.

Patterns and Best Practices for Enterprise Integration

This site is dedicated to making the design and implementation of integration solutions
easier.
Tags: Beginner, Recommended

Integration: Mashups and Composite Applications

Learn how mashups and composite applications allow you to integrate at the user interface
(UI) layer.
Tags: Beginner, Recommended

Integration: Introduction to the APIs

Find out about the variety of APIs available on the Force.com platform and common
security considerations.
Tags: Beginner, Recommended

Integration: The Web Service API

Get introduced to the basics of the SOAP-based Web Services API.
Tags: Beginner, Recommended

Integration: The REST-based APIs

Learn the basics of the REST-based APIs.
Tags: Beginner, Recommended
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http://www.enterpriseintegrationpatterns.com/
http://www.enterpriseintegrationpatterns.com/
http://bit.ly/1RnhKAG
http://bit.ly/1RnhKAG
http://bit.ly/1OGvKTx
http://bit.ly/1OGvKTx
http://bit.ly/1OxZeEP
http://bit.ly/1OxZeEP
http://bit.ly/1IFgFx3
http://bit.ly/1IFgFx3
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Integration: The Bulk API

Find out about the basics of the Bulk API, which is used to handle large data volumes.
Tags: Beginner, Recommended

Integration: Outbound Messaging

Learn the basics of Outbound Messages, an asynchronous tool for sending messages from
the Force.com platform.
Tags: Beginner, Recommended

Integration: Salesforce to Salesforce

Learn how to set up Salesforce to Salesforce for communication between your Salesforce
organizations.
Tags: Beginner, Recommended

Integration Characteristics

Review key integration characteristics that will help you choose an appropriate Salesforce
integration mechanism.
Tags: Beginner, Recommended

Salesforce Integration Mechanisms

Get an overview of the key integration mechanisms available when you are integrating with
Salesforce and the Force.com platform. Examine the key features of the main APIs, built-in
declarative mechanisms, portal technologies, and tools and toolkits.

Tags: Beginner, Recommended
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http://bit.ly/1lXUflN
http://bit.ly/1lXUflN
http://bit.ly/1lwhtie
http://bit.ly/1lwhtie
https://developer.salesforce.com/page/An_Introduction_to_Salesforce_to_Salesforce
https://developer.salesforce.com/page/An_Introduction_to_Salesforce_to_Salesforce
http://bit.ly/1OGxcFy
http://bit.ly/1OGxcFy
http://bit.ly/1RnkTAz
http://bit.ly/1RnkTAz
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1.4 Provide details on the integration components involved in a flow,
describe Salesforce integration patterns, and discuss

considerations pertinent to transaction management and error
and exception handling.

Integration Patterns and Practices

This document describes strategies (in the form of patterns) for common integration
scenarios. Each pattern describes the design and approach for a particular scenario, rather
than a specific implementation.

Tags: Advanced, Core

RESOURCE;
@ RESOURCE: See “Suggested Activities,” later in this document.
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https://resources.docs.salesforce.com/sfdc/pdf/integration_patterns_and_practices.pdf
https://resources.docs.salesforce.com/sfdc/pdf/integration_patterns_and_practices.pdf

2. Integration Solution Tools

This section provides an in-depth look at specific tools to integrate other applications with
the Force.com platform.

2.1 Recommend and justify the appropriate platform-specific

integration technology used to integrate with external systems
and describe the capabilities, limitations, and trade-offs.

Salesforce Limits Quick Reference Guide

This guide provides commonly referenced limits for Salesforce. This guide may not cover all
limits or may contain limits that don‘t apply to your organization. Stated limits aren’t a
promise that the specified resource is available at its limit in all circumstances.

Tags: Beginner, Core

An Introduction: Integrating with the Salesforce Force.com Platform

This article outlines a few of the options available for integrating other client applications
with the Force.com platform. The main focus is on Web Service integration, including both
inbound and outbound to Force.com.

Tags: Beginner, Core

CTI Toolkit

Open CTI allows partners and customers to embed third-party, web-based call control and
softphone tools directly inside the salesforce.com user interface. Salesforce.com
additionally provides a cross-domain JavaScript API to enable partners to perform channel
actions such as screen pops, saving call logs, enabling click to dial, etc.

Tags: Intermediate, Recommended
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https://na1.salesforce.com/help/pdfs/en/salesforce_app_limits_cheatsheet.pdf
https://na1.salesforce.com/help/pdfs/en/salesforce_app_limits_cheatsheet.pdf
https://developer.salesforce.com/blogs/developer-relations/2015/06/integrating-force-com.html
https://developer.salesforce.com/blogs/developer-relations/2015/06/integrating-force-com.html
https://developer.salesforce.com/page/CTI_Toolkit#Salesforce.com_CTI_Toolkit
https://developer.salesforce.com/page/CTI_Toolkit#Salesforce.com_CTI_Toolkit
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2.2 Describe the capabilities and limitations of the Force.com

integration APIs and determine the appropriate approach.

Which API Should I Use?

Salesforce provides programmatic access to your organization’s information using simple,
powerful, and secure application programming interfaces.
Tags: Beginner, Core

Best Practices to Avoid Excessive SOAP and REST API DML

When developing integration applications using the Force.com SOAP API or REST API, you
should make sure your code is as efficient as possible to avoid poor performance or API
limit issues due to excessive API calls. See the following best practices for tips on making
your integration code as efficient as possible.

Tags: Beginner, Core

Salesforce provides two WSDL files, what are the differences?

Salesforce provides a WSDL (Web Service Description Language) files. They are called
“Enterprise WSDL” and “Partner WSDL”.
Tags: Beginner, Core

Setting Up Your Salesforce.com Web Services API Applications

A WSDL document is an XML file that describes the format of messages you send and
receive from a Web service. It‘s the protocol that your development environment’s SOAP
client uses to communicate with external services like Salesforce.com.

Tags: Beginner, Recommended
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https://help.salesforce.com/HTViewHelpDoc?id=integrate_what_is_api.htm
https://help.salesforce.com/HTViewHelpDoc?id=integrate_what_is_api.htm
https://help.salesforce.com/apex/HTViewSolution?urlname=Best-Practices-to-Avoid-Excessive-SOAP-and-REST-API-DML&language=en_US
https://help.salesforce.com/apex/HTViewSolution?urlname=Best-Practices-to-Avoid-Excessive-SOAP-and-REST-API-DML&language=en_US
https://help.salesforce.com/apex/HTViewSolution?id=000004760&language=en_US
https://help.salesforce.com/apex/HTViewSolution?id=000004760&language=en_US
http://developer.force.com/cookbook/recipe/setting-up-your-salesforce-com-web-services-api-applications
http://developer.force.com/cookbook/recipe/setting-up-your-salesforce-com-web-services-api-applications
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2.3 Leverage the features and capabilities of the platform

appropriately within the solution.

Mashups: The What and Why

This first article provides an introduction to the core concepts found in mashups, examining
the background, techniques, and consequences of using, creating, and enabling mashups
in your IT infrastructure.

Tags: Beginner, Core

Integrating with Outbound Messaging

Learn how Outbound Messaging, a point-and-click mechanism, can be used to send SOAP
messages containing data to external systems for integrations. The course will introduce
the benefits of this integration method, such as the retry mechanism, as well as best
practices for its implementation. You will be guided through the steps of setting up a
workflow to send an outbound message and of monitoring the state of the message. You
will also learn the requirements for setting up the endpoint that will receive the messages.
Tags: Beginner, Recommended

Mashups and Visualforce

Learn how mashups can be implemented through standard page layouts as well as through
Visualforce pages and components. This will include an introduction to Visualforce,
Salesforce's component-based framework for building and deploying custom user
interfaces. Finally, you'll experience mashups in action both as links to an external system
and as embedded Visualforce pages.

Tags: Intermediate, Recommended
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https://developer.salesforce.com/page/Mashups:_The_What_and_Why
http://bit.ly/1N45gZj
http://bit.ly/1N45gZj
http://bit.ly/1Q18T8o
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Explore Force.com Canvas, a more powerful framework that allows you to integrate Web-
based applications into the Salesforce user interface and that facilitates a deeper level of
integration between the application and Salesforce through the Canvas JavaScript SDK.
Watch a demonstration of how to use the Canvas Framework to embed an external
application within a Salesforce page and how to use the JavaScript SDK to both read from
and write to Salesforce from the external application.

Tags: Intermediate, Recommended

Learn how JSON-which is used by the Force.com REST, Chatter REST, and Streaming APIs—
structures data. Examine some of the key methods you will need to serialize and deserialize
JSON in either Java or C#.

Tags: Intermediate, Recommended

Learn how to use the Streaming API to send notifications to external applications when key
changes occur to your Salesforce data. You'll start by learning about the publish/subscribe
model used by the API and how it relies on long polling using CometD and the Bayeux
protocol. You'll then explore how to configure the parameters that determine what data is
sent by the API and when it will be sent. You'll use Workbench to practice what you've
learned and see the API in action. Finally, you'll review topics that should be considered
when implementing your solution.

Tags: Intermediate, Recommended

Learn about SOAP architectures and the capabilities of the Force.com SOAP API.
Understand how the API processes large data volumes and learn about the security
mechanisms it provides, as well as the limits placed on its use.

Tags: Intermediate, Recommended
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http://bit.ly/1Oy3aFC
http://bit.ly/1Oy3aFC
http://bit.ly/1TllssZ
http://bit.ly/1TllssZ
http://bit.ly/1lwkYp0
http://bit.ly/1lwkYp0
http://bit.ly/1LOOgod
http://bit.ly/1LOOgod
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Learn how to obtain a WSDL document from your Salesforce organization that can be used
to connect to and interact with that organization. Learn and practice how to connect to
your organization, how to get data from your organization and process the results, and how
to perform data manipulation methods using the enterprise WSDL.

Tags: Intermediate, Recommended

Learn and practice how to use the SOAP API partner WSDL to work with your organization.
Understand its advantages and how it differs from the enterprise WSDL.
Tags: Intermediate, Recommended

Learn about specialized SOAP API methods and advanced topics that facilitate the design
and implementation of programs that use the SOAP API, such as debugging tools and
design patterns.

Tags: Intermediate, Recommended

Learn the basics of the REST architecture and how it is used in both the Force.com REST API
and Chatter REST API.
Tags: Intermediate, Recommended

Learn and practice how to connect to your organization, how to query for data, and how to
perform data manipulation using the REST API.
Tags: Intermediate, Recommended
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http://bit.ly/1SxhFsG
http://bit.ly/1SxhFsG
http://bit.ly/1OGBJrB
http://bit.ly/1OGBJrB
http://bit.ly/1NHYoGG
http://bit.ly/1NHYoGG
http://bit.ly/1IFhFBc
http://bit.ly/1IFhFBc
http://bit.ly/1jzjQ2z
http://bit.ly/1jzjQ2z
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The Chatter REST API

Explore how the specialized Chatter API supports building social applications quickly and
effectively.
Tags: Intermediate, Recommended

Integrating with the Force.com Bulk API

Learn about how to use the Force.com Bulk API to move large data sets into and out of
your Salesforce organization. You'll start by learning when to use the API and exploring the
architecture on which it is based. You'll then learn about the code necessary to request that
Salesforce perform a DML or query operation, how you can monitor your requests, and how
the results of your requests will be returned.

Tags: Intermediate, Recommended

General Guidelines for Data Loads

Planning Bulk API data loads for optimal processing time.
Tags: Advanced, Recommended

RESOURCE:;
Q RESOURCE: See “Suggested Activities,” later in this document.

Integration Architecture Resource Guide 17


http://bit.ly/1N4lBNR
http://bit.ly/1N4lBNR
http://bit.ly/1NIcxUm
http://bit.ly/1NIcxUm
https://developer.salesforce.com/docs/atlas.en-us.api_asynch.meta/api_asynch/asynch_api_planning_guidelines.htm
https://developer.salesforce.com/docs/atlas.en-us.api_asynch.meta/api_asynch/asynch_api_planning_guidelines.htm
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3. Security

This section covers security protocols for securing both inbound and outbound integration
on the Force.com platform.

3.1 Describe the risks and impacts when designing an integration

with a cloud-based system.

About Salesforce Certificates and Keys

Salesforce certificates and key pairs are used for signatures that verify a request is coming
from your organization.
Tags: Beginner, Recommended

3.2 Describe how security requirements are met at each of the

integration layers.

Integrating with Force.com: Security

Learn about Salesforce security mechanisms for securing both inbound and outbound
integrations.
Tags: Beginner, Recommended

3.3 Secure an integration inbound to Salesforce.

Connected Apps Overview

This webpage provides an introduction to Salesforce Connected Apps and their use to
provide application-specific permissions.
Tags: Intermediate, Core

Digging Deeper into OAuth 2.0 on Force.com

This article takes an in-depth look at the OAuth 2.0 protocol in the context of Force.com,
and is intended for developers and architects with an understanding of security and identity
concepts, such as authentication and authorization.

Tags: Intermediate, Recommended
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https://help.salesforce.com/HTViewHelpDoc?id=security_keys_about.htm&language=en_US
https://help.salesforce.com/HTViewHelpDoc?id=security_keys_about.htm&language=en_US
http://bit.ly/1lXVVvC
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https://developer.salesforce.com/page/Digging_Deeper_into_OAuth_2.0_on_Force.com
https://developer.salesforce.com/page/Digging_Deeper_into_OAuth_2.0_on_Force.com
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3.4 Secure an integration outbound from Salesforce.

Configuring Remote Settings

Before any Visualforce page, Apex callout, or JavaScript code using XmIHttpRequest in an s-
control or custom button can call an external site, that site must be registered in the
Remote Site Settings page, or the call will fail.

Tags: Beginner, Core

Named Credentials Overview

A named credential specifies the URL of a callout endpoint and its required authentication
parameters in one definition. You can simplify the setup of authenticated Apex callouts by
specifying a named credential as the callout endpoint.

Tags: Intermediate, Core

RESOURCE;
@ RESOURCE: See “Suggested Activities,” later in this document.
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https://help.salesforce.com/apex/HTViewHelpDoc?id=configuring_remoteproxy.htm&language=en
https://help.salesforce.com/apex/HTViewHelpDoc?id=configuring_remoteproxy.htm&language=en
https://help.salesforce.com/apex/HTViewHelpDoc?id=named_credentials_about.htm&language=en_US
https://help.salesforce.com/apex/HTViewHelpDoc?id=named_credentials_about.htm&language=en_US
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Suggested Activities

To practice these activities, you may do one of the following:

Build a Workflow to trigger an Outbound Message on update to an Account record.

Request a free Practice Org by creating a case
o Question Type: Architect Support
o Question Detail: Request Practice Org

You should receive login information in about two business days.
Use your existing Developer org.

Sign up for a free Developer Edition account

Send the outbound message to a simple HTTP-capture service

(e.g., ).

Examine the delivered messages.

Observe the automated retry.

Check the Outbound Message queue and cancel the failed message.

Using a simple SOAP integration tool (e.g., , ), import the SOAP WSDL and
perform each of the core operations (login, query, upsert, etc.) to understand the message
structure.

Using a simple REST integration tool (e.g., cURL,
basic GET and POST requests to the REST API to understand the message structure.

), authenticate and perform some

Integration Architecture Resource Guide
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http://certification.salesforce.com/open-a-case
https://developer.salesforce.com/signup
http://requestb.in/
http://www.soapui.org/
https://eclipse.org/
https://chrome.google.com/webstore/detail/postman/fhbjgbiflinjbdggehcddcbncdddomop?hl=en
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Build Materials
1. Fire and Forget

2.3 Leverage the features and capabilities of the platform appropriately within the solution.

Use Case

A company, Universal Containers, uses several systems as part of their enterprise system
landscape, including Salesforce.com and an ERP system. Salesforce.com is the master
system for CRM data, such as Accounts and Opportunities. The ERP system is the master
system for customer orders and shipping and billing information.

Detailed Requirements

As part of their business process flow, once a sales opportunity is successfully closed
(“Closed Won”) an order needs to be created with the details from the opportunity for
shipping and subsequent invoicing. The opportunity is maintained in Salesforce.com, but
the order needs to be created in the on-premise ERP system, as it is the order master. Once
the order is created in the ERP system, the opportunity status must be changed to indicate
that the order was created.

Assumptions

e Universal Containers has middleware that integrates with the on-premise ERP
system.

o This middleware can host a SOAP endpoint using a WSDL from Salesforce.

o The user doesn’t need to be immediately notified of the order number after the
opportunity converts to an order.

e The solution must only use declarative features of Salesforce.com.

Prerequisite Setup Steps

Get a proxy endpoint for a proxy service (Outbound Message Listener):

1. Go to the Integration Playground for Outbound Messaging here:
http://intg-playground.herokuapp.com/sfdc/omlistener

2. Copy the unique endpoint that is randomly generated. This helps to uniquely
monitor the messages coming in from an outside system.
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Play with Outbound Messaging

1. Set the below URL as endpoint in Salesforce for Outbound Message

http://intg-playground.herokuapp.com/sfdc/omlistener/endpoint/76a4f9c9-b059-44 3f-9549-24fd4aca68a

2. Once done, Send the outbound message and monitor the response using below URL

http://intg-playground.herokuapp.com/sfdc/omlistener/monitor/76a4f3c9-b059-44 3f-9549-24fd4aca68a

3. Open the monitor URL in a new tab. This helps to monitor all the messages coming
to this endpoint and provides an ability to play around with the responses being
sent.

Play with Outbound Messaging

Monitoring Messages from below endpoint Now returning: frue
http://intg-playaround herokuapp com/sfdc/omiisteneriendpoint/76a4{3¢S-
b059-443{-9549-24fddacab8al

Do NOT refresh the page - It auto refreshes

* Connected! Listening to sessages for id: 78499 5055 44379549 247 ddacutBal

Considerations

e What are the patterns that can be used?

o Whatis the integration frequency: real-time vs. batch?

e What are the Salesforce.com platform limits?

e How are errors handled both in Salesforce.com and on the third-party platform?
o Canyou send information from multiple related objects?

e Which web-services protocols can be used?

e How is security handled (2-way SSL, authentication)?

Integration Architecture Resource Guide 22
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Solution

Best Solution Overview

Log in to the Salesforce org with your credentials.

1. Create a new outbound message.
e From Setup, click Create | Workflow & Approvals | Outbound Messages.

Build

‘» Customize
£3 Create
Apps
Custom Labels
Objects
Packages
Report Types
Tabs
Action Link Templates
»/ Global Actions
& Workflow & Approvals
Waorkflow Rules
Approval Processes
Flows
Process Busider
Tasks
Email Alerts
Field Updates

Qutbound Messages «

Post Templates
Process Automation Settings

o Click New Outbound Message.
All Outbound Messages

Outhound Messages are SOAP transactions that Salesforce automatically sends 10 extermal systems when triggered

View: | All Outbound Messages | Edit | Create New View

ABCDEFGHIJK LMNOPAQ

‘mmoounqm New Outbound Message h
Name » Endpoint URL Object Last Modified Date
NO 1€coras 1o display
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o Choose the object that has the information you want included in the outbound
message, in this case Opportunity, and click Next.

New Outbound Message RRRp——
Next  Carcel

Select the obywmct thal has tha fields you want included In your message and chck Neat

Obgect lMNW .

o Entera name and description for this outbound message.
o Paste the endpoint URL that was copied in prerequisite step.
e Check Send Session ID.

Edit Outbound Message: Opportunity
Name |PublishOpportunity 1]
Unique Name | PublishOpportunity '
Descnption ]

Endpoint URL | http //intg-playground herokuapp comvstdc/omiistener/endpoint/c9e8a6c2-184c-490-bdss-0
Userto send as |‘Colm Daly Q_)

Send SessionD g gy

Oppartunity fieids to send & e
IsPrivate - Id 3
LastModifiedByld M‘ .
LastModifiedDate —
LastReferencedDate Add
LastViewedDate
LeadSource
‘NextStep

s . )
Remove
‘Pnoebookzm

Probability

'RecordTypeid

StageName
SystenModstamp -

« Choose fields to be sent in the outbound message and click Save.
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2. Set up a Workflow rule.
e From Setup, click Create | Workflow & Approvals | Workflow Rules.

» Customize
£ Create

Apps
Custom Labeis
Objects
Packages
Report Types
Tabs
Action Link Templates

» Global Actions

B Workfiow & Approvals

Workflow Rules *

Approval Processes
Flows

Process Builder
Tasks

Email Alerts

Field Updates

Outbound Messages

Post Templates

Process Automation Settings

e Click New Rule.
View: Al Workfiow Rules » Creale New View
ABCDEFGHIJRLMNDFQERESTUVWXY Z Oths AR
w—p  Mew Rk
Acten Rue Name + Descrpaon Otyact Active
Edt | Det | Deocivate  New Course Cragied Course Delvery v

e Choose the object that has the information you want included in the outbound
message, in this case Opportunity, and click Next.
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e Enter the Rule Name, choose the Evaluation Criteria created, and whenever it's
edited, and set the Rule Criteria: in this case, Opportunity: Stage equals Closed-

Won.
Edit Rule | = Reguited Inforraticn
Object  Opportunty
Pt thimm OppocdunityOn [0
Dascnption
Evaluation Criteria
BEvaluate the 1ule when 3 . created
B crented, and every tene it's ecied «
| @ You cannot add Sme-dependent workflow achons with s aption
created and any time s edéed to subsequently mest crtera |
Rule Criterta
Run thes rule f the foloweg | critena are meat "
Field Operator Valoe
| Opportunity: Stage + equals * [Closed Wor{ | @y ANO
—NO’E-- . -NO(Q— . ] AND
~Nane- v ~Nonhe- . AND
~None-— v —None— . AND
~Nane- v ~None-— -
e Click Save & Next.
o Click Add Workflow Action | Select Existing Action | Select Outbound
Message.
Immediate Workflow Actions
No workSow ac1ons have been pdded
Add Workfiow Action »
New Task
New Ermad Alert ow Actions  Jee an sxample
New Field Update - =
Newr Prendent workfiow St DECaLSe your evaluaiion Orilena & "Evary Se a recond i crested o sabed”  ChANOE EvauEon Citete
Swlect Exsting Action *
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o Choose the Outbound Message action created in step 2. Click Save.

Select Existing Actions

Save Cancel
Choose Action Type  Search: Qutbound Message v for Find
Available Actions Selected Actions
--None-- - Outbound Message: PublishOpporturity |8
Add
L)
&5
Remove
Save Cancel
e Click Done and then click Activate.
Workflow Rule Detall Edit Delete Clone  Activae wifm
Rule Name  PublshOpportunty Ormdesteney Obgect  Opportundy
Actve Evaluation Criteria  Evaluate the e when a recoed is creased. and every
e t's eciled
Descrpgtion
Rule Criteria Jpportunity: Stags touas Closed Won
Created By  Colin Daty. 111920154 10 PM Modified By  Cobn Daty 11/192015 430 P

3. Play with outbound messaging.
+ Now that the setup is complete, it's time to test and play with outbound
messaging.
e Go to the monitor URL from step 1. Make sure the page reads "Now returning:
true." That means the endpoint acknowledges outbound messages with success.
By clicking the Toggle button, it can be switched to return false, which means
that the endpoint acknowledges outbound messages with failure.
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o Go to Salesforce and create a new opportunity with the stage Closed Won.

Opponunity Edit . Help tor tres Page @
(=) New Opportunity
Opportunity Edit Save | Save & New Cancel
Opportunity Information 1 = Required Infonmason
Opportunity Owner  Cosin Daly CloseDate 1121172015 | 11202015
Opportunity Name  [ABC Sales @ stage | Ciossd Won v «
Account Name IABC Q) Probability (%) 100
TvP*  [New Busmess Amount

Oppertunity Cumency | USD - U S Dollar v
Oppertunity Record Type  New/Add-On Susiness
Additional Information
Lead Source | Nono— . Primary Campasgn Source Q)
Next Step -

* Switch to the monitor URL and you should see messages being received by

endpoint.

Monitonng Msssages from below endpoint Now retuming: irue
NI/ iMG-playground herskuapp.com/siac/omistenarendpoint/acd 36I50-1582-4745-00da-

32066757580 m

Do NOY rafrash the pags - Il sute reirashes

o DOLS/ILADS 1553626
focoived. .,
<Frml wversion="1.01" secoding="UTF-§" standaiones"no" Pv<szopenv:invelope xxins:scopeny="hetp://schensx . xvlsoop. org/som/enveiope’” xulnsiasd«"nte
P/ w3 org/ 20010 SCheno” RRIng X8 NELD:/Aawe a3 org/ /20 LN Schens - | nstance ™ »
<soapeny: Bedys
«neAificutione xalnee"netp 1/ /ho0e. sforee, Com2005/00/ outtound™
Grgont 131 Lon1d» 8051 SO Gt A </ Trgant zstionds
CACT1 00 1E 040 L 00NN BRLAAD /AT L ON Tt
Sessionls xsiinlle"teus"s>
Enturprissirishttas i //cclovtiov-aev-o8 o, 40108 FOrTe. Com Mrvi ol Seop/c /35 /N6 10U Entarpr | seurl>
Fortnerirlahtepy 1 /ool ouddec-dey-ad wy, saiesforce  con/servi 0ea/Sos0 U715 B/RO00TRDIGONZ Gh/ Portnerir i >
«voti £1cat tons
<JISHDA1E100D0N rABANK </ Titw
aftject amlemg:5Fe"urmn: sobject . meterprise sotp. Aforce, con® x4l typessfi 55 COF Comunityfiiog >
2 Ld-olZb 1 INROVL 141 MG/ 8 Jar
af :ComentCount _ cs8.8</sf 1 CommentCount_c»
Al Nome>COMARITY BLOG DN 3</5T [ Name>
</A0D ject>
<wetificution
w/notificationss
«/someny.Sodys
</soapany:Esveloges

<ocpiinvalope xlng 0o hrtn: //scmeeas . wvl stap, arg/ensp/enwiops/ >
«30ap ; Bogy >

S B D s ey e —

ALERT:
i'} Alert: Please have only one browser listener window open at any point of time.
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4. Play with error scenarios.

e Go to the Monitor URL and click the Toggle button to make the endpoint return
false. This will throw an error back to the Salesforce outbound message, which
can be monitored and retried from Salesforce.

o After toggling the endpoint to return false, go to Salesforce and create a new
opportunity with the stage as Closed Won.

e Go to Setup | Monitor | Outbound Messages. It should display errors as shown
in the screenshot below. You can also see it keeps retrying.

Outbound Messaging Delivery Status Hop focelePage

| @ Total items in queue awaiting delivery : 1 ‘

Next items for delivery Refresh

Action Outbound Message ID Object # Attempts Created Date Next Attempt Delivery Fallure Reason
Retry | Del Q4kFO000000BIMX 006F000000dyRIC 1 11/2372015 11:56 AM 11/2372015 11:56 AM SOAP response was a nack
Oldest failures in queue Refresh

Action Outbound Message ID Object # Attempts Created Date Next Attompt Delivery Failure Reason
Retry | Del  04kFO000000BIMX 00BF000000dyRC 1 11/23/2015 11:56 AM 11/23/2015 11:56 AM SOAP response was a nack

o Go back to the Monitor URL and toggle the response back to true.
e Now through automated retry, the messages are delivered again. It can also be
manually retried by clicking the Retry button.
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2. Request and Reply

1.4 Provide details on the integration components involved in a flow, describe Salesforce
integration patterns, and discuss considerations pertinent to transaction management

and error and exception handling.

Use Case

Universal Containers uses Salesforce, but has a separate system that contains customer
order, billing, and shipping information. Salesforce.com is the master data source for
Accounts and Opportunities.

Universal Containers wants to display the order status and billing history for a customer
account without having to store that data in Salesforce because of NPI data security
concerns. They have an existing REST/Web Service that can return order status and
shipping information given an account number, but cannot otherwise display this data in a
browser.

Prerequisite Setup Steps

Set up remote site setting: http://intg-playground.herokuapp.com/.

Considerations

o Does the call to the remote system require Salesforce to wait for a response before
continuing processing? In other words, is the call to the remote system a
synchronous request-reply or an asynchronous request?

o Ifthe call to the remote system is synchronous, does the response need to be
processed by Salesforce as part of the same transaction as the initial call?

o Isthe message size relatively small or large?

o Istheintegration based on the occurrence of a specific event, such as a button click
in the Salesforce user interface, or DML-based events?
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In the Request-Reply pattern, Salesforce makes a call to the remote system to either
perform an operation or fetch data. It then waits for successful completion of that call. To
signify successful completion, the remote system synchronously replies with the requested
data or a success indicator code. The remote system exposes a web service (REST or SOAP)
that allows other systems, such as Salesforce, to integrate with it.

The high-level solution steps are as follows:

Best Solution Overview

Salesforce consumes the Order status and billing/shipping service from Universal

Containers.

Use Order external Id in Salesforce to fetch order status and billing information (NPI
security data) from the external system.
Create a Visualforce page and extension controller to call REST/ Web service with

required parameters.

Create the custom controller that parses the returned values from the REST callout

or Web Service.

The Visualforce page subsequently renders the order and billing details to the user.

The steps necessary to create the integration pattern are explained in detail in the following
sections.

1. Create an Object.

Create an Object (iOrder) with following field and API names:

| Field Name

Order Name

h API Name

Name

" Field Type
Text(80)

Invoice Amount

Invoice_Amount__c

Currency(18, 0)

Invoice Number

Invoice_Number__c

Text(20)

Opportunity

Opportunity__c

Master-Detail(Opportunity)

Order External ID

Order_External_ID__c

Text(20) (External ID)

Order Status Order_Status__c Text(20)
Product Name Product_Name__c Text(30)
Shipping Number Shipping_Number__c Text(30)
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Note the use of field "External ID" to store reference to the OrderID in the external system.
Furthermore, you can create your own object and appropriate relationships. If you have
your own object model, use and carry the appropriate API names in Apex and Visualforce

pages.
2. Create Apex classes to invoke REST/ Web Service.

Create an Apex class - OrderShipInfo with getOrderShipInfo method to invoke the
external REST/ Web Service.

The getOrderShipInfo method invokes the REST/Web Service by appending Order
ID to the End Point URL. It then de-serializes the JSON string received in the HTTP
response to populate the ShipInfo object, which is then used by the VisualForce
page to display the order status.

1 public with sharing class OrderShipInfo {

2 private final String EXTERNAL_END_POINT_URL = 'http://intg-
playground.herokuapp.com/services/rest/iOrder"’;

3 /*

4 * Ship Info Class to hold REST API response data

5 */

6 public class ShipInfo

7 {

8 public String id{get;set;}

9 public String status{get;set;}

10 public String comments{get;set;}

11 public String orderOwner{get;set;}

12

13 public ShipInfo getOrderShipInfo(String externallD){

14 try{

15 HttpRequest req = new HttpRequest();

16 req.setEndpoint (EXTERNAL_END_POINT_URL + '/' + externallD);

17 req.setMethod('GET");

18 req.setHeader('Content-Type', 'application/x-www-form-urlencoded');

19 req.setTimeout (60000);

20

21 Http http = new Http();

22 HttpResponse res = http.send(req);

23 ShipInfo theStatus = (ShipInfo)JSON.deserialize(res.getbody(),ShipInfo.class);

24 return theStatus;

25 }catch(CallOutException ce){

26 throw ce;

27 }

28 return null;

29 }

30}
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3. Create an Apex Controller for use in the Visualforce page.

public class iOrderControllerExtension

{

private iOrder__c myOrder;

OrderShipInfo myOrderShipInfo;

OrderShipInfo.ShipInfo theShipInfo;

private ApexPages.StandardController controller {get; set;}

AUVTA WNER

7 public iOrderControllerExtension(ApexPages.StandardController controller) {
8 //initialize the stanrdard controller

9 this.controller = controller;

10 this.myOrder = (iOrder__c)controller.getRecord();

11
12 public void refreshOrderShipInfo()
13 {

14 myOrderShipInfo = new OrderShipInfo();
15 theShipInfo = myOrderShipInfo.getOrderShipInfo(this.myOrder.Order_External ID_ c);

16 myOrder.Order_Status__c = theShipInfo.status;
17 update myOrder;

18 }

19 public String getOrderStatus()
20 {

21 return theShipInfo.status;

22 1}

23 public String getOrderComments()
24 {

25 return theShipInfo.comments;
26}

27 public String getOrderOwner()
28 {

29 return theShipInfo.orderOwner;
30}

31}

4. Create a custom Visualforce page.

Create a Visualforce page; for example “OrderPage” with sample code:

<apex:page standardController="iOrder__c" extensions="iOrderControllerExtension">

<apex:pageBlock >

[

<apex:pageBlockSection >

<apex:pageBlockSectionItem >

<apex:outputLabel value="Order Status" for="order_status"/>
<apex:outputText value="{!iOrder__c.Order_Status__c}" id="order_status"/>
</apex:pageBlockSectionItem>

Nouv b~ w

8 <apex:pageBlockSectionItem >

9  <apex:outputLabel value="External System Order ID" for="external_id"/>

10 <apex:outputText value="{!iOrder__c.Order_External_ID_c}" id="external_id"/>
11 </apex:pageBlockSectionItem>

12 <apex:pageBlockSectionItem >

13 <apex:outputLabel value="Shipping Number" for="shipping_number"/>

14 <apex:outputText value="{!iOrder__c.Shipping_Number__c}" id="shipping_number"/>
15 </apex:pageBlockSectionItem>

16 </apex:pageBlockSection>

17 <apex:pageBlockButtons location="bottom">
18 <apex:form >
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<apex:commandButton action="{!refreshOrderShipInfo}" value="Refresh Order Status"
id="theButton"/>
</apex:form>

</apex:pageBlockButtons>
</apex:pageBlock>

<apex:outputText value="Note: Clicking the Refresh Order Status button makes a REST API
callout to fetch shipping information from an external application" />
</apex:page>

5. Test the Visualforce page.

Place the Visualforce page on the page layout of the iOrder__c object. Upon
clicking RefreshOrderPage, the JSON response from the REST service should be
displayed. Make sure that you are able to invoke the REST/ Web Service and get the
response back. Click the URL to ensure that the REST service is active and JSON
response is sent:

http://intg-playground.herokuapp.com/services/rest/iOrder/12345.

This pattern is described in detail in Chapter 2 in the Salesforce Integration Patterns
and Practices guide.

Integration Architecture Resource Guide 34


http://intg-playground.herokuapp.com/services/rest/iOrder/12345
http://www.salesforce.com/us/developer/docs/integration_patterns/integration_patterns_and_practices.pdf
http://www.salesforce.com/us/developer/docs/integration_patterns/integration_patterns_and_practices.pdf

3. Remote Call-In

2.3 Able to leverage the features and capabilities of the platform appropriately within the

Use Case

A company, Universal Containers, uses several systems as part of their enterprise system
landscape including Salesforce.com and an ERP system. Salesforce.com is the master
system for CRM data such as Accounts and Opportunities. The ERP system is the master
system for customer orders, shipping and billing information.

Detailed Requirements

As part of their business process flow, when an order in created in the ERP system, it needs
to be also created in Salesforce.com in real-time.

Prerequisite Setup Steps

1. Create an integration user in Salesforce. It is best practice to create a dedicated
integration user for integration needs, with the profile permission of "API only" and a
non-expiring password.

2. Ifyou are not using a dedicated integration user, then the user's profile should have
the "API Enabled" permission at a minimum.

Considerations

What are the patterns that can be used?
Does this need to be real-time or batch?
What are the platform limits?
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Solution

Best Solution Overview

1. Generate WSDL.
e Login to the Salesforce Org with your credentials.
e Usershould have the "Modify All Data" permission to generate the WSDL.
e From Setup, click Develop and then API to display the WSDL download page.

Build

» Customize
» Create
€ Develop

Apex Classes

Apex Triggers

Apex Test Execution
API
Visualforce Components
Custom Permissions
Custom Metadata Types New!
Custom Settings
Email Services
Lightning Components
Visualforce Pages
Platform Cache New!
Sites
Static Resources
Tools
Remote Access
External Data Sources
External Objects
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o Download the appropriate WSDL; in this case, it's Enterprise WSDL. Click the
Generate Enterprise WSDL link.

APl WSDL

Salesforce's WSDL allows you to easily integrate salesforce.com with y
with salesforce.com. To get started, download a WSDL file to a place at

documentation, sample code, and developer community, visit
hitp://developer salesforce.com/

WSDL and Client Certificates

Enterprise WSDL

A strongly typed WSDL for customers who want to build an integratic
Generate Enterprise WSDL

Partner WSDL
A loosely typed WSDL for customers, partners, and ISVs who are bt

used to access data within any organization.
Generate Partner WSDL

Apex WSDL
Click on the link below to download an Apex programming WSDL.
Generate Apex WSDL

Metadata WSDL

Click on the link below to download a Metadata WSDL file.
Generate Metadata WSDL
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o Ifyou are downloading an enterprise WSDL and you have managed packages
installed in your org, click Generate.

Generate Enterprise WSDL

Versions are currently set to the latest installed versions of the packages. Adjust them to create an i
packages.

Generate Enterprise WSDL *\ Generate  Cancel

Installed Package Package Version

SFUKCM 11 ]

‘Generate  Cancel

e You will then be directed to a webpage displaying the document tree of an XML file.
Right-click on the webpage and choose Save as... if you are using Chrome or Save
Page As... if you are using Firefox. Save it to a local directory.

This XML file does not appear to have any style information associated with it. The document tre

w<l--

Salesforce.com Enterprise Web Services API Version 35.0
Generated on 2015-11-04 19:54:45 +0000.

Package Versions: Back Alt=Left Arrow
SFUKCM (Version: 1.1, Namespace: sfukcm) Forward Alt+Right Arrow
Reload Ctri+R

Copyright 1999-2015 salesforce.com, inc.

All Rights Reserved Save as... h Ctrl+S
-->

Print... Ctri+P
wv<definitions xmlns="http://schemas.xmlsoap.org Translate to English emas .xmlsc
xmlns:tns="urn:enterprise.soap.sforce.com" xm] ) . oap.sforce
targetiamespace="urn:enterprise.soap.sforce.cc View page source Elrini
v<types> View page info
v<schema xmlns="http://www.w3.0rg/2601/XMLS l1ified" ta
<import namespace="urn:enterprise.soap. s‘ B Adobe Acrobat "
<!-- Base sObject (abstract) --> \ LastPass L
v <complexType name="sObject"> ‘ _ S i)

v <{sequence> L
<element name="fieldsToNull" type="xsd:string"” nillable="true" minOccurs="0"
<element name="Id" type="tns:ID" nillable="true"/>

</sequence>
</complexType>
v <complexType name="AggregateResult">
v <complexContent>
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2. Import the WSDL into Heroku (or SOAP UI).
e Go to http://intg-playground.herokuapp.com/sfdc/inbound.
e Click the link under 1. Play with Remote call in - Enterprise WSDL.
e Click Upload Enterprise WSDL.
o Choose the WSDL file you downloaded.
e Upon successful upload, you should see an endpoint in the right-hand side of the

page.

Enpoint:
hitps://llogin.salesforce.com/services/Soap/c/35.0/0DFUQ0D
00000fAXWX

3. Log in to Salesforce.

o Before doing any operation through SOAP API, a login step is necessary. This
step gets the Session ID and Server URL from Salesforce, which must be passed
back to Salesforce on further operations in SOAP API.

e Replace the variables in the XML data in the text area under that webpage's STEP
#2 with your username and password.

STEP #2: Login to Salesforce

<soapenv:Envelope xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmins:urn="urn:enterprise.soap.sforce.com">
<soapenv:Body>
<urn:login>
<urn:username$REPLACE_WITH_USERNAME$/urn:username>
<urn:passwordqREPLACE_WITH_PASSWORD¢/urn:password>
</urn:login> - -
</soapenv:Body>
</soapenv:Envelope>
o Click the Login button.
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o Upon successful login, it should display your full name as defined in Salesforce,

the Session ID, and Server URL.
Login

Logged in as: Colin Daly
Session ld:

BT S, T o e S TR

e EETTHL L SR SRy repy e e ey
el e e ol Ja b

Server URL:

hitps:/Fa bl e s e Lo oo
N T prr e LS

4. Execute SOAP Operation or, in this case, create iOrder.
o Copy the Session ID created in the previous step.

Integration Architecture Resource Guide 40



o Paste the Session ID into the XML data window so that it replaces the
"REPLACE_WITH_SESSION_ID OBTAINED IN STEP 2" text.

STEP #2: Play with different operations in Enterprise WSDL

(Example below is a sample request of create operation for custom Object iOrder__c)

<l-- This message creates one record in iOrder custom object -->
<soapenv.Envelope xmins:soapenv="http://schemas.xmlisoap.org/soap/envelope/"
xmins:urn="urn:enterprise.soap.sforce.com"
xmins:urn1="urn:sobject.enterprise.soap.sforce.com"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<soapenv:Header>

<urn:SessionHeader>

<urn:sessionld>REPLACE_WITH_SESSION_ID OBTAINED IN sﬂi?l

P</urn:sessionld>
</urn;:SessionHeader>
</soapenv:Header>
<soapenv:Body>
<urn.create>

<l--Zero or more repetitions:-->
e Click the Submit button.
e Upon successful post, the page will display a Success message.
o By clicking Show Response, the app shows the raw SOAP response returned by
Salesforce.

SOAP Response

<7Txmi version="1.0" encoding="UTF-8"7><scapenv.Envelope
xmins soapenv="htip//schemas. xmisoap.org/soap/enveiope/
xmins="umenterprise, soap.sforce.com”><scapeny. Heacer><LimninfoHeader>
<amitinfos<current>43</current><imit>5000</imit-<type>AP REQUESTS</type>
</imitinfos></UmitinfoHeaders></scapenv: Headers<soapenv:Body>
<createResponse><result><id>a06i0000007Q3IvCAAS <«/ict>
<Successxtrued/success></resulty</createResponse></socapenv.Body>
</soapenv.Envelope >

For more details on the pattern, read Chapter 5 of Integration Patterns and Practices.
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Request a Practice Org

To request a Practice Org that contains information from some of the Build Materials,
please click here to open a case.

Select Question Type: Architect Support

Question Detail: Request Practice Org

ALERT:
ALERT: If you are not active within your practice org for 6 months, it may be

deactivated.

A
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Join the Salesforce Architect Success Group

+ Want to make sure you don’t miss any content release updates or news regarding the
Salesforce Architect Journey?
e Looking to connect with others that have the same interest?

Click here and request to join the Salesforce Architect Success Group.
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