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Introduction

Who is the Salesforce Certified Identity and
Access Management Designer?

A Salesforce Certified Identity and Access Management Designer assesses the architecture
environment and requirements and designs sound and scalable technical solutions on the
Force.com platform that meet Single Sign On (SSO) requirements. The architect has
experience communicating solutions and design trade-offs to business stakeholders. The
candidate has a current Salesforce Developer or Platform App Builder credential, and is
interested in demonstrating his/her expertise as an Identity and Access Management
Designer.

The Salesforce Identity and Access Management Designer has the experience and skills
outlined below:

e Has 5+ years of delivery experience.

o Provides experienced guidance on the appropriate choice of platform technology.

o Is certified on Admin, Advanced Admin, Developer, or Platform App Builder.

o Understands architecture options, design trade-offs, and has the ability to
communicate design choices.

o Able to design a security solution using SAML, OAuth, Salesforce Identity, or a
combination of these technologies.

e Understands IDP and SP Authentication flows.

e Understands the difference between authentication and authorization.

o Able to design an SSO solution for communities.

e Understands user provisioning and deprovisioning.

e Understands patterns/mechanisms to secure integrations, including external
sources such as Canvas and Lightning Connect.

e Understands how to secure mobile solutions and apps to include hybrid apps and
HTML apps using an external IDP.

o Understands Salesforce Identity.

e Understands Social Sign On
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Learn Materials
General Resources

Here are some comprehensive general resources that are a good starting place for your self-
paced study.

Salesforce uses the OAuth protocol to allow users of applications to securely access data
without having to reveal username and password credentials.

Single sign-on is a process that allows network users to access all authorized network
resources without having to log in separately to each resource. Single sign-on allows you to
validate usernames and passwords against your corporate user database or other client
application rather than having separate user passwords managed by Salesforce.

Salesforce Identity connects your Salesforce organization users with external applications
and services, while providing administrative tools for monitoring, maintaining, and
reporting user applications and authorization.

With the proliferation of cloud applications, mobile devices, and industry trends like Bring
Your Own Device (BYOD), IT organizations are increasingly challenged with how to manage
and gain transparency into user access to systems and applications. Salesforce Identity
helps address these issues by providing IAM for web and mobile applications, built on the
trusted Salesforce Platform.
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https://developer.salesforce.com/docs/atlas.en-us.196.0.api_rest.meta/api_rest/intro_understanding_authentication.htm
https://help.salesforce.com/apex/HTViewHelpDoc?id=sso_about.htm&language=en_US
https://help.salesforce.com/apex/HTViewHelpDoc?id=sso_about.htm&language=en_US
https://developer.salesforce.com/docs/atlas.en-us.identityImplGuide.meta/identityImplGuide/identity_overview.htm
https://developer.salesforce.com/docs/atlas.en-us.identityImplGuide.meta/identityImplGuide/identity_overview.htm
https://www.youtube.com/playlist?list=PLnobS_RgN7JamSA3iRTf2bY8sts_a_-ar
https://www.youtube.com/playlist?list=PLnobS_RgN7JamSA3iRTf2bY8sts_a_-ar
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OAuth.net

OAuth 2.0 is the next evolution of the OAuth protocol, which was originally created in late
2006. OAuth 2.0 focuses on client developer simplicity while providing specific
authorization flows for web applications, desktop applications, mobile phones, and living
room devices.

Choosing an SSO Strategy: SAML vs OAuth?2

In order to provide a user with a single sign-on experience, a developer needs to
implement an SSO solution. Over the years, there have been many attempts at achieving
SSO, but this article is going to focus on a comparison between SAML and OAuth2.

Salesforce Identity Connect

Following the idea that Active Directory is pervasive in today’s corporate infrastructure
environments and that Salesforce SSO implementations typically conform to a set of
patterns and related technology solutions, implementing SSO becomes a question of
mapping a specific set of identity management requirements appropriately.
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http://oauth.net/
http://oauth.net/
https://www.mutuallyhuman.com/blog/2013/05/09/choosing-an-sso-strategy-saml-vs-oauth2/
https://www.mutuallyhuman.com/blog/2013/05/09/choosing-an-sso-strategy-saml-vs-oauth2/
http://blog.force365.com/2014/02/22/salesforce-identity-connect/
http://blog.force365.com/2014/02/22/salesforce-identity-connect/
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General Overview

The following pages will introduce you to various focuses within the Identity and Access
Management domain. You will be introduced relevant objectives that require a very specific
set of skills and the curated learn materials that will help you to achieve them.

1. SSO
2. Identity Management

Each learning resource has a related skill level: Beginner, Intermediate, or Advanced.
Resources marked Core cover essential concepts, while those marked Recommended
provide additional materials for further edification.
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1.SSO

This section will acquaint you with various ways to use single-sign-on to securely
authenticate users across a variety of applications.

1.1 Incorporate the right SSO components in an overall

solution and set of flows.

Trailhead : Secure Identity and Access Management

Learn how Salesforce Identity lets you give the right people the right access to the right
resources at the right time.
Tags: Beginner, Core

Authenticating Apps with OAuth

There are several steps in each authentication flow, as dictated by the OAuth standard and
what is trying to access Salesforce.
Tags: Beginner, Recommended

Connected Apps

A "Connected App" is an application that can connect to salesforce.com over Identity and
Data APIs. Connected Apps use the standard OAuth 2.0 protocol to authenticate, provide
Single Sign-On, and acquire access tokens for use with Salesforce APIs.

Tags: Intermediate, Core

Single Sign-On Implementation Guide

Single sign-on is a process that allows network users to access all authorized network
resources without having to log in separately to each resource.
Tags: Intermediate, Core
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https://developer.salesforce.com/trailhead/en/trail/identity
https://developer.salesforce.com/trailhead/en/trail/identity
https://help.salesforce.com/apex/HTViewHelpDoc?id=remoteaccess_authenticate.htm&language=en
https://developer.salesforce.com/page/Connected_Apps
https://resources.docs.salesforce.com/206/latest/en-us/sfdc/pdf/salesforce_single_sign_on.pdf
https://resources.docs.salesforce.com/206/latest/en-us/sfdc/pdf/salesforce_single_sign_on.pdf
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Configure a Salesforce Authentication Provider

You can use a connected app as an authentication provider.
Tags: Intermediate, Recommended

Digging Deeper into OAuth 2.0 on Force.com

This article takes an in-depth look at the OAuth 2.0 protocol in the context of Force.com,
and is intended for developers and architects with an understanding of security and identity
concepts such as authentication and authorization.

Tags: Advanced, Core

Best Practices for Implementing Single Sign-On

Salesforce offers the following ways to use single sign-on:

e Federated authentication using Security Assertion Markup Language (SAML) allows
you to send authentication and authorization data between affiliated but unrelated
Web services.

o Delegated authentication single sign-on enables you to integrate Salesforce with an
authentication method that you choose.

Tags: Advanced, Core

1.2 Articulate the various SSO concepts and components.

Single Sign-On with SAML on Force.com

In this article, we'll look at the different methods of implementing SSO with Force.com,
how to set up your own open source identity management system for federated
authentication using SAML 2, and how to configure the Force.com platform to utilize your
new identify provider.

Tags: Beginner, Core
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https://help.salesforce.com/HTViewHelpDoc?id=sso_provider_sfdc.htm&language=en_US
https://developer.salesforce.com/page/Digging_Deeper_into_OAuth_2.0_on_Force.com
https://help.salesforce.com/HTViewHelpDoc?id=sso_tips.htm&language=en_US
https://developer.salesforce.com/page/Single_Sign-On_with_SAML_on_Force.com
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MyDomain

This link provides an introduction to the setup of MyDomain, which is required for SP
Initiated SAML Flows.
Tags: Beginner, Core

Scope Parameter Values

The scope parameter enables you to fine-tune what the client application can access in a
Salesforce organization.
Tags: Intermediate, Core

How to Implement Single Sign-On with Force.com

This article describes the use of Delegated Authentication to achieve SSO in Salesforce.
Tags: Intermediate, Core

Inside OpenID Connect on Force.com

The following documentation walks you through the most common security issues
salesforce.com has identified while auditing applications built on or integrated with
Force.com.

Tags: Intermediate, Recommended

Implementing Single Sign-On Across Multiple Organizations

The techniques discussed in this paper can be used today to drastically simplify the end-
user experience in multi-org deployments.
Tags: Advanced, Recommended
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https://help.salesforce.com/apex/HTViewHelpDoc?id=domain_name_overview.htm
https://help.salesforce.com/HTViewHelpDoc?id=remoteaccess_oauth_scopes.htm&language=en_US
https://developer.salesforce.com/page/How_to_Implement_Single_Sign-On_with_Force.com
https://developer.salesforce.com/page/Inside_OpenID_Connect_on_Force.com
https://developer.salesforce.com/page/Implementing_Single_Sign-On_Across_Multiple_Organizations
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Secure Coding Single Sign-On

Single sign-on issues arise for developers integrating with Force.com when either the API
Partner Server URL is not validated or SSL is not used when a non-native application calls
back to an external server with a user’s session id.

Tags: Advanced, Recommended

Modify Session Security Settings

You can modify session security settings to specify session connection type, timeout
settings, and IP address ranges to protect against malicious attacks and more.
Tags: Advanced, Recommended

Single Sign-On with Force.com and Microsoft Active Directory Federation Services

Now it is possible to configure a seamless single sign-on experience from a Microsoft
environment to Force.com (and hence other salesforce.com products) without a third-party
federation product.

Tags: Advanced, Recommended

1.3 Describe how to incorporate social sign-on into a solution.

Trailhead : Set Up Social Sign-On

To enable customers to log in to Salesforce with their social credentials, you configure an
authentication (auth) provider for the social account.
Tags: Beginner, Core

Setting Up the App Launcher

Set up, use, and manage the Salesforce App Launcher, which provides a single sign-on
portal for your users to launch approved Salesforce apps and external applications (also
called “Connected Apps”) from one interface. Administrators can leverage profiles and
permission sets for granular control over who sees the App Launcher and the apps available
in each user's App Launcher.

Tags: Intermediate, Recommended
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https://developer.salesforce.com/page/Secure_Coding_Single_Sign_On
https://help.salesforce.com/HTViewHelpDoc?id=admin_sessions.htm&language=en_US
https://developer.salesforce.com/page/Single_Sign-On_with_Force.com_and_Microsoft_Active_Directory_Federation_Services
https://trailhead.salesforce.com/en/modules/identity_external/units/identity_external_social
https://trailhead.salesforce.com/en/modules/identity_external/units/identity_external_social
https://www.youtube.com/watch?v=aLrlywnQ6kc
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Social Single Sign-On with OpenID Connect

Get hands-on with the new Salesforce Identity feature OpenID Connect to link your
Salesforce or Community Identity with a Social Identity, such as Google+.
Tags: Intermediate, Recommended

1.4 Design a single sign-on solution for a mobile application

Single Sign-On for Desktop and Mobile Applications using SAML and OAuth

This article provides an overview of how Force.com uses a combination of OAuth and SAML
functionality to provide seamless SSO facilities for applications.
Tags: Beginner, Core

Implementing Single Sign-On in Mobile Applications with Salesforce Identity

Custom applications that use secure SAML single sign-on and OAuth allow you to
seamlessly deliver an integrated experience for your users. Come learn how Salesforce
Identity makes this possible directly from your Salesforce org.

Tags: Beginner, Core

Set Up and Manage Salesforce Communities

Communities are branded spaces for your employees, customers, and partners to connect.
You can customize and create communities to meet your business needs, then transition
seamlessly between them.

Tags: Beginner, Intermediate

1.5 Describe the SSO and web service options for integrating to

an external platform.

Force.com Canvas Developer's Guide: OAuth Authentication

Force.com Canvas supports OAuth 2.0 for authorization. When using OAuth, you have two
options: Web Server OAuth Authentication Flow or User-Agent OAuth Authentication Flow.
Tags: Beginner, Core
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https://www.youtube.com/watch?v=XIFMnzbG5Ew
https://developer.salesforce.com/page/Single_Sign-On_for_Desktop_and_Mobile_Applications_using_SAML_and_OAuth
https://www.youtube.com/watch?v=W3okdu8nJHY
https://resources.docs.salesforce.com/206/latest/en-us/sfdc/pdf/communities.pdf
https://resources.docs.salesforce.com/206/latest/en-us/sfdc/pdf/communities.pdf
https://developer.salesforce.com/docs/atlas.en-us.platform_connect.meta/platform_connect/canvas_app_oauth_authentication.htm
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SAML Single Sign-On for Canvas Apps

Whether you use signed request or OAuth authorization, you can use SAML-based single
sign-on (SSO) to provide your users with a seamless authentication flow.
Tags: Intermediate, Recommended

Implementing SAML SSO for Canvas Apps

In this walkthrough, we use Salesforce as the identity provider to host a canvas app in one
organization. This canvas app in the identity provider organization references a Visualforce
page in another Salesforce organization which acts as our service provider.

Tags: Intermediate, Recommended

1.6 Understand how to accomplish multi-factor authentication

on the Force.com platform.

Salesforce Two-Factor Authentication

Administrators can enhance security by requiring a second level of authentication on every
login, called “two-factor authentication” (2FA). You can also require two-factor
authentication when a user meets certain criteria, such as viewing reports or logging in
from an unrecognized IP address.

Tags: Advanced, Recommended

RESOURCE:

g RESOURCE: See “Suggested Activities,” later in this document.
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https://developer.salesforce.com/docs/atlas.en-us.platform_connect.meta/platform_connect/canvas_app_saml_sso_intro.htm
https://developer.salesforce.com/page/Implementing_SAML_SSO_for_Canvas_Apps
https://help.salesforce.com/HTViewHelpDoc?id=security_overview_2fa.htm&language=en_US
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2. Identity Management

This section covers how to architect integrated identity services to manage and
monitor user access to external applications.

2.1 Describe Salesforce platform capabilities that support

customization of identity management.

Seamless Authentication with Force.com Canvas

Join us to learn how to leverage SSO technologies (such as SAML) with Force.com Canvas.
We‘ll show examples of using Canvas with your existing SSO application to provide a
seamless user experience, how you can use Canvas and Salesforce Identity to demo cross-
org Visualforce pages, and we’ll show this behaving in Salesforce.

Tags: Intermediate, Core

Customizing User Authentication with Login Flows

Join us to learn how to use Login Flows to completely customize your login experience,
integrate with different two-factor authentication methods, leverage identity verification
services, and more.

Tags: Advanced, Core

2.2 Describe how user identity management is handled on the

Force.com platform (provisioning, syncing, deprovisioning).

Deploying Single Sign-On and Identity for Employees, Customers, and Partners

In this session, you'll learn how to deploy Salesforce Identity to solve major use-cases like
single sign-on and provisioning, with hands-on demonstrations of setting this all up from
scratch.

Tags: Beginner, Core
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https://www.youtube.com/watch?v=fCvgyXjnnsY
https://www.youtube.com/watch?v=gYes8OLAc-k
https://www.youtube.com/watch?v=swguz0ZKggM
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How to Provision Salesforce Communities Users?

Join us to learn how to use Login Flows to completely customize your login experience,
integrate with different two-factor authentication methods, leverage identity verification
services, and more.

Tags: Beginner, Core

About Just-in-Time Provisioning for SAML

Join us to learn how to use Login Flows to completely customize your login experience,
integrate with different two-factor authentication methods, leverage identity verification
services, and more.

Tags: Beginner, Core

Integrating Active Directory with Salesforce Using Identity Connect

Salesforce Identity Connect can be used to provision and deprovision users automatically.
This video shows how to set up Active Directory integration with Salesforce Identity
Connect.

Tags: Beginner, Core

RESOURCE;

g RESOURCE: See “Suggested Activities,” later in this document.
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https://developer.salesforce.com/blogs/developer-relations/2014/06/how-to-provision-salesforce-communities-users.html
https://help.salesforce.com/HTViewHelpDoc?id=sso_jit_about.htm
https://www.youtube.com/watch?v=Vl3SSydtwi0
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Suggested Activities

To practice these activities, you may do one of the following:

1.

Request a free Practice Org by creating a case
o Question Type: Architect Support
o Question Detail: Request Practice Org

You should receive login information in about two business days.
Use your existing Developer org.

Sign up for a free Developer Edition account

Establish a Federation ID

For this single sign-on implementation, we’ll set a user attribute that links the user
between their Salesforce organization and an external application.

From Setup click Manage Users | Users.

Click Edit next to your current user.

In the Single Sign On Information section, enter the Federation ID:
admin@universalcontainers.com.

For this example, we arbitrarily made up a Federation ID. The Federation ID
is a unique username for each user that can be shared across multiple
applications. Sometimes this is the employee ID for that user. The important
part of the Federation ID is that it is not duplicated for more than one user
within a single Salesforce organization (you can have the same Federation ID
for the same user in more than one Salesforce organization).

Click Save.

Identity and Access Management Resource Guide
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http://certification.salesforce.com/open-a-case
https://developer.salesforce.com/signup
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2. Set Up Your Identity Provider

You’ll use Axiom, a single sign-on testing app hosted on Heroku, to go through the
steps of setting up an identity provider. Get an identity provider certificate from the
Axiom app and set it up in your Salesforce organization.

Noosw

o9

In a new browser window, go to

Click SAML Identity Provider & Tester.

Click Download the Identity Provider Certificate. The certificate validates
signatures, and you need to upload it to your Salesforce organization.
Remember where you save it.

In your Salesforce organization, from Setup, click Security Controls | Single
Sign-On Settings.

Click Edit.

Select SAML Enabled.

Click Save.

In SAML Single Sign-On Settings, click New.

Enter the following values:

Name: Axiom Test App

Issuer: http://axiomsso.herokuapp.com

Identity Provider Certificate: Choose the file you downloaded in step 3.
Request Signing Certificate: Leave as the Default Certificate.

SAML Identity Type: Select Assertion contains the Federation ID from the
User object.

SAML Identity Location: Select Identity is in the Nameldentifier element of
the Subject statement.

9. Service Provider Initiated Request Binding: Select HTTP Redirect.

10.

11.

Entity Id: Enter your My Domain name including “https,” such
as https://universalcontainers.my.salesforce.com
Click Save and leave the browser page open.

3. Generate SAML

To continue this tutorial, please click

Identity and Access Management Resource Guide 17


http://axiomsso.herokuapp.com/Home.action
https://developer.salesforce.com/docs/atlas.en-us.identityImplGuide.meta/identityImplGuide/identity_quickstart_SAMLgen.htm
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Build Materials
1. An Introduction to OAuth Flows

1.1 Incorporate the right SSO components in an overall

solution and set of flows.

Use Case

Universal Containers has set up a photo-sharing web site as the resource server and a
printing service which, as a client application, has both a desktop client as well as a web-
based application client through a third-party hosted web site. Access between the client
applications and the resource server should be seamless. To ensure security is adhered to,
Universal Containers also wants to provide read-only access to some subset of photos for
only a limited amount of time, after which the authorization becomes invalid. In addition, a
customer has logged a support ticket that he has lost his mobile device and is concerned
that any stranger who picks up the device can access the application, as the session is valid.
Universal Containers administrators have been tasked to resolve this issue for the
customer.

For the purpose of this exercise, we will assume that the resource server is hosted on
Salesforce and the client requests are initiated from the Axiom OAuth tester.

Detailed Requirements

Create and configure an OAuth Web Server Flow.

Configure the OAuth Scope settings to set the timeout value.
Create and configure an OAuth User Agent Flow.

4. Revoke Access to the OAuth Access Token.

wN e

Prerequisite Setup Steps

1. Create a user record in the Salesforce org to be used for the user login for the
exercise.

Identity and Access Management Resource Guide 18
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Considerations

1.

What needs to be configured on the Salesforce org in order for the external client
application to integrate with Salesforce APIs? Is this configuration for
outbound/inbound/bi-directional scenario?

How do we ensure access is only given for a limited period of time for the
application?

How do we allow Universal Containers to revoke access if they decide they no longer
wish the client to have access?

Do we need to pass and store user credentials on the client application to achieve
the seamless access requirement?

Can we use SAML only for single-sign-on scenarios for the desktop client application
in Salesforce? If not, why?

Identity and Access Management Resource Guide 19



=

Best Solution Overview

Considerations Solutions:

1.

What needs to be configured on the Salesforce org in order for the external client
application to integrate with Salesforce APIs? Is this configuration for
outbound/inbound/bi-directional scenario?
a. A connected app needs to be configured in the Salesforce org.
b. A connected app is only for an inbound scenario from an external application
into Salesforce.

How do we ensure access is only given for a limited period of time for the
application?
a. Configure the Refresh Token Policy setting under the OAuth Policy for the
Connected App.

How do we allow Universal Containers to revoke access if they decide they no longer
wish the client to have access?
a. Use the Revoke action on the user row in the Connected Apps Usage page to
revoke access to the valid token. Any third party with the device will now need
to authenticate again in order to get access with a new access/refresh token.

Do we need to pass and store user credentials on the client application to achieve the
seamless access requirement?
a. No. Both the OAuth Web Server Flow and User Server Flow provide access to
the application through the use and exchange of tokens. No user credentials
are stored on the client application.

Can we use SAML only for single-sign-on scenarios for the desktop client application in
Salesforce? If not, why?
a. No.SAML is a browser-based protocol and requires a browser to facilitate the
exchange of SAML tokens in order for the authentication to take place.

For OAuth-based desktop or mobile applications, the authentication function is separated
from the authorization function. SAML is used for the authentication function, which is
achieved by the use of embedded browsers for desktop or mobile applications, and the
authorization function is fulfilled using the OAuth protocol.

When layered together with SAML, the OAuth protocol is simply treated like any other
bookmark or deep-link. In short, there is no additional development or deployment
required to enable single-sign-on for desktop and mobile apps.

Identity and Access Management Resource Guide 20
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The SAML protocol in this case does not do the authorization function required for the
scenario; hence it cannot be used alone to achieve single-sign-on flow for desktop/mobile
applications.

Solution Description

1. Create and configure an OAuth Web Server Flow.

a. Inyour Salesforce org, create a Connected App in: Setup | Create | Apps.

Build

»' Customize
£ Create
Custom Labels
Interaction Log Layouts
Objects
Packages
Report Types
Tabs
Action Link Templales

b. Under the Connected Apps Section, click the New button and fill in the
required fields for the Connected App (Connected App Name, API Name,
Contact Email). We will return to this screen in Step e.

—

Identity and Access Management Resource Guide 21
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c. Inaseparate browser, go to http://axiomsso.herokuapp.com and click the
OAuth Tester.

SINGLE SIGN ON TOOLS

Welcome to Axiom, the Single Sign-On testing and troubleshooting suite. Please select an option below to get started.

= SAML Identity Provider & Tester
= Token-Based Authentication
= Self Authentication Service

= OAuth Tester

d. Click OAuth 2.0, Step 1: Directs user to Saleforce.com Authorization

Endpoint.
OAuth 2.0
Consumer Salesforce
Directs user %o
Salesforce.com User logs in
Authorization Endpoint

e. Return to the browser screen in Step c and select Enable OAuth Settings
under the section API (Enable OAuth Settings). Once this setting is checked,
more fields will be made available for configuration.

. API (Enable OAuth Settings)
Enable OAuth Settings

Identity and Access Management Resource Guide 22
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Set the callback URL to the Axiom-provided Redirect URI:
https://axiomsso.herokuapp.com/OAuth?2HandleAuthCode.action

In the Selected OAuth Scopes setting, add Access and manage your data
(api) and Perform requests on your behalf at any time (refresh_token,
offline_access).

Leave the other settings as default and save the Connected App setting by
clicking the Save button.

Click Continue on the next screen, which has the message “Allow from 2-10
minutes for your changes to take effect on the server before using the
connected app.”

Your connected app is how created. In the same screen, copy the Consumer
Key under the API (Enable OAuth Settings) section.

Navigate to the browser screen in Step d (Axiom) and paste in the Consumer
Key copied from Salesforce. Click the button Request Authorization Code.
You should be redirected to login and authorize or just authorize if you are
already logged in with a session. Use the credentials of the user you created
for this build exercise if you have not logged in.

If this is not working, wait 2-10 minutes and try again. This is due to some
delay in the connected app setup/propagation.

salesforce

Allow Access?

Printing Service Web Application is asking to

* Access your basic information
* Access and manage your data

o Perform requests on your behalf at any time

Do you want to allow access for

cgoh@traithead.com? (Not you”)

To revoke access at any tme §0 10 your perona sett nas

An example of the authorization screen is as follows. Click Allow to allow the
authorization.
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m. The Axiom application now displays the Authorization Code which you can

n.

0.

use to request an Access Token.

Navigate to the browser screen in Step j (Salesforce). Under the API (Enable
OAuth Settings) section, click the Click to reveal link beside the Consumer.
Secret field to reveal the Consumer Secret number combination for the
Connected App and copy the Consumer Secret.

Paste in the Consumer Secret from the Connected App in the Consumer
Secret: field back in the Axiom screen and click the Request Access Token
button.

You are now granted an Access Token and you have a valid session.

Verify your session by clicking the Identity URL. This invokes the RESTful
identity service and returns a XML response showing your identity details.

Examples Accessing Salesforce as User

« |dentity
= Workbench

rGo to your user record: Setup | Users and check the Login History section.
There should be a successful login entry with the Login Type as Remote
Access 2.0 and application with the name of your Connected App.

Also, check Connected Apps Usage: Setup | Connected Apps OAuth Usage.
The User Count for your configured Connected App should be 1.

2. Configure the OAuth Scope settings to set the timeout value.

a.

Navigate to the Connected Apps Usage page in Salesforce: Setup |
Connected Apps OAuth Usage.

Click View App Info for your configured Connected App.

Click the Edit button.

Review the settings under OAuth Policies and Session Policies. These two
settings are key to control the behavior of the length of access for the
application.

Set the Timeout Value under Session Policies. This value sets the expiration
of the access tokens for the connected app's session.

Set the Refresh Token Policy under OAuth policies. Refresh Token

Policy specifies the validity period for a refresh token. Refresh tokens are
used by the OAuth-enabled connected app to obtain new sessions without
requiring the user to provide their credentials. The connected app simply
exchanges the refresh token for a new session. Using refresh token policies,
administrators control how long a refresh token is used.

Identity and Access Management Resource Guide 24



=

g. Click the Save button to commit the configuration changes or the Cancel
button to discard the changes.

3. Create and configure a OAuth User Agent Flow.

a. Construct an OAuth Authorize URL in the format below to simulate the User
Agent flow and test by simply pasting into your browser. When successful,
you should be asked to login, authorize, and should then see the session Id in
a URL fragment.

https:/ /login.salesforce.com/services/oauth2/authorize?response_type=tok
en&client_id=CLIENT_ID&redirect_uri=CALLBACK_URL

The client_id will be the consumer key of your configured Connected App
and redirect_uri will be the Callback URL setting defined in the configured
Connected App.

NOTE: For the CALLBACK_URL, use the axiom callback URL with URL encoding.

0 For example:

https% 3A% 2F%2Faxiomsso.herokuapp.com®
2FOAuth2HandleAuthCode.action

An example of a sample URL will look like the below. Note that for your
instance, the client_id will be different:

https:/ /login.salesforce.com/services/oauth2/authorize?response_type=
token&client_id=3MVG9ZLOppGP5UrD55QeA7GU.b23GP7BRA

b. If an authorization screen pops up, click Allow and the Axiom page similar to
the image below will be displayed.

c. Ignore the page, but inspect the URL in the browser (cut and paste the URL
into notepad). The URL has a hash fragment with the access token, which is
the session ID. You can use this access token to access your Salesforce data.

d. Go to your user record: Setup | Users and check the Login History section.
There should be a successful login entry with the Login Type as Remote
Access 2.0 and application with the name of your Connected App.

e. Also, check Connected Apps Usage: Setup | Connected Apps OAuth Usage.
There should be a user count increase that verifies that the connected app
has initiated a successful login into the Salesforce org.
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4. Revoke Access to the OAuth Access Token.

a. Navigate to the Connected Apps Usage page in Salesforce: Setup |
Connected Apps OAuth Usage.

b. Click the User Count link for your configured Connected App.

c. Click the Revoke link under the Action column for the user record, which you
want to revoke access.

d. Revoking access would mean the user would need to request for a new
Access Token in order to access the application.
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2. Hub and Spoke SSO for Multi-Salesforce Orgs

1.2 Articulate the various SSO concepts and components.

Use Case

Universal Containers is a leading logistics supplier in the industry with presence in both
America and Europe, with HQ based in America. Currently, the organization uses two
separate Salesforce orgs for the America and Europe business. User credentials currently
are not replicated across the two orgs. To facilitate collaboration between the two regions,
Universal Containers has started on a project initiative to provide seamless access across
the two orgs. As part of this build exercise, you can assume that user credentials can be
replicated across one org, so as to provide a central repository for credentials.

Detailed Requirements

Configure a My Domain for each org.

Deploy each My Domain to your users.

Enable the Identity Provider in your Identity Provider org.
Download the Self-Signed Certificate from the IDP org.
Configure SAML in your first Service Provider org.

Tell your Identity Provider about this Service Provider org.
Test your configuration.

NogokrWNRE

Prerequisite Setup Steps

1. Subscribe to two developer orgs at https://developer.salesforce.com/signup if you
do not have an available Salesforce org that can be used for the purpose of this
build exercise.

2. Determine which org will play the role of the Identity Provider (“IdP”). This will be
the Salesforce org used to authenticate the user and log him/her into the Service
Providers (“SP”). The other org will be used as the Service Provider.

3. Create a master list of all users and create the corresponding users in both the
Identity Provider org and the Service Provider Org. For example, there should be
both a Bob Jones user in the IdP org and the SP org.
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4. Provide each user with a Federation ID (unique identifier for the user across all
orgs). The Federation ID will be used to link the user record between the user record
in the SP org to the user record in the IdP org. For Example: A "Bob Jones" user in
IdP org will have the same Federation ID as the corresponding "Bob Jones" user in
the SP Org. In short, each user will have a unique username, but a common
Federation ID. The Federation ID can be edited in the user record and can be any
string value. A common value to use to ensure it is unique between the orgs will be
to use the email address of the user.

Single Sign On Information

Federation D

Considerations

Why is the My Domain configuration required for an SP Initiated SAML Flow?

How do we simulate an IdP initiated flow in our configuration setup?

How do we simulate an SP initiated flow in our configuration setup?

What is the role of the browser in the SAML flow?

How do we ensure that the browser knows how to redirect to the original requested
resource?

akrwnNe
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Best Solution Overview

Considerations Solutions:

1. Why is the My Domain configuration required for a SP Initiated SAML Flow?

a. By configuring a My Domain, admins enable the Force.com platform to
recognize the org for which unauthenticated requests are intended, and
perform customized behavior, such as redirecting to their Identity Provider
through the retrieval of the Single Sign-On settings configuration of the
Service Provider org. This would not have been possible if the login was done
through a URL at login.salesforce.com as the application will only know which
org you are trying to log in to only after the authentication happens. This is
because login.salesforce.com is a generic login URL for all Salesforce orgs.

2. How do we simulate an IdP-initiated flow in our configuration setup?
a. From the IdP Salesforce org, click on a link to a resource that is hosted in the
SP Provider Salesforce org. The user should not be prompted for any login to
the SP Provider org.

3. How do we simulate an SP initiated flow in our configuration setup?
a. Access the SP Salesforce org through its MyDomain URL. If there is no valid
authentication session, the browser will redirect the user to the IdP to enter
their credentials for authentication.

4. What is the role of the browser in the flow?
a. The browser is used to facilitate the exchange of SAML tokens between the
SP and the IdP.

5. How do we ensure that the browser knows how to redirect to the original requested
resource?
a. Thisis achieved through the use of the RelayState parameter, which is passed
via the browser as part of the SAML token exchange.

Identity and Access Management Resource Guide 29



7 &,
£

TRAILHEAD

LR

Solution Description

The approach for implementing Single Sign-On across multiple orgs can most easily be
conceptualized as a "hub-and-spoke" model.

SAML

|

Identity

SAML

In the center of this architecture, we have an Identity Provider, or IdP. This plays the role of
the centralized authentication "hub," and is responsible for validating a user's credentials
and asserting the user's Identity to the "spokes," the orgs.

Using this technique, the user may easily move from org to org; as authentication in a new
org is required, the process of redirecting to the Identity Provider is repeated. Since the
Identity Provider can maintain a centralized session for the user, each time this occurs, it
may not be necessary for the user to re-authenticate. The result is a seamless single sign-on
experience for the user, resulting in faster and simpler access to all their resources.
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1. Configure a My Domain for each org.

a.

d.

e.

Log in as an Administrator to each of your orgs, and browse to Setup |
Domain Management | My Domain.Choose a custom host name. Click on the
button Check Availability.

If the hostname is not available, choose another host name.

My Dofnain L

My Domain

Ad3 @ coman name 10 10 URLS you 050 %0 107 M0 and faegale Sesionne com. Your Somain name not Ot ves pou ancine’ Wity 10 festune pour Daed, Dut 2isd make your oate
O GACUS. RINOLE & KEay M MGG 100 yOur MM AT, Yo CAN UT & DAESE openieg I up 10 users BT medmecion 10 MD Mk e R0 SAATMAS

FIst. choose 3 SUDOIMAN 10 register for your ORanization. Thoose CarefUlly, Dacauss You GIN DNl regisier & SUbGOMan onde of your organzaton
BUAOMAN TaTas SAN NCLOW W 10 40 MW, FUTDEN. Of TR YORT SUSOMTAN CRNT MaT Of 903 W & fyDhen

Check the box next to I agree to the Terms and Conditions and click the
button Register Domain.

While salesforce.com is working to reduce latency of this process, it may take
up to 24 hours to complete. You'll receive an email when your change is
complete.

Repeat steps b through d for the other org.
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2. Deploy each My Domain to your users.

a. Login as an Administrator to each of your orgs via the MyDomain URL as
received in the email from step d above, and browse to Setup | Domain
Management | My Domain.

b. Click the Deploy To Users button to deploy the domain to all users

My Domain L

My Domain

ASS & COMAN NamE 1 e URLS you Lse 10 105 10 000 2av0am0 SOMesroe 0O YOUT SOMEMN NAME A0L Ortly GVes YOu SnoMer willy 10 18ene yoor Drand. But 30 mase your dats
MO S80Ue. RaAn S emsly- 3060 0e0aindry M yOu/ GOMEN PATE. YOU SaN les! 1 DRfere 0peneng & oD 10 usems. Bulan redrocnon 1000 held Mmake Me 000U S0amTEs

Step 3 Domain Ready for Testing

4
C o meead ]
_ wean Qo - -
~rre g -

Your Soman name s ol my com Ioms e Congisng

VOur SOMSN NATE N MAlie T 186G TR hew b g

==l

c. Repeat step b for the other org.
3. Enable the Identity Provider in your Identity Provider org.

a. Login as an Administrator to the org identified as the IdP org to be used for
this exercise and browse to Setup | Security Controls | Identity Provider.

b. Click the Enable Identity Provider button if the org has not been enabled as
an Identity Provider.

c. Make note of the Issuer field, which is the MyDomain URL for this Org to be
used as an IdP for the build exercise. We will use this field to configure the
Single Sign-On Settings in the SP org.
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4. Download the Self-Signed Certificate from the IDP org.

a.

b.

Click the Download Certificate button in the Identity Provider setup screen
to download the certificate file to your desktop.

Identity Provider o o e
Enatie S3eciDNTe 0OM 88 A0 0Ny DOVISE! 50 YOU CAN USe SNGH LIgN-0N Wit OMEr Wil 3004, 412 0fNG INS JOMF00NALE SNCO DAIvioes whoss —Quigk Tips
SophCHtons Spoor Bngle Mgn-on. You can sedich 1o dferen! sarvice Brovidens without Raving 10 log in again. Lagm o
« CRoSomes mnd ey
o Adogt Jnge Se-On
« My Qoean
Identity Provider Setup Eo Owmanie | O [~ Oe

B DR NCHEDINTO-SY. 02 My SINSINTS COm

| * © y o ) carcana o
Label  SerSonedCest 17)9720%6 0EO31Y Urique Neme  SetSgnedCent_17Jan20%_080311
Created Osie  VYT2076 1203 AM Eapiotion Date 10672048 400 PV
Say Bus 2048
[ * BAML | ' I y !

Bamalorce aentry NMPLSTRCOONNO-Cav-aC My SENI0N0R COMY wal-anOWnSamian xm

This certificate corresponds to a private key only available to your Identity
Provider. You will need this file in subsequent steps, as it will be used by each
of your Service Provider orgs to establish trust to the Identity Provider.

5. Configure SAML in your first Service Provider org.

a.

®aon0o

—h

Log in as an Administrator to the first SP org. Browse to Setup |Security
Controls | Single Sign-On Settings.

Click Edit and check the SAML enabled checkbox and click the Save button.
Click the New button under the SAML Single Sign-On Settings section.

Fill in the Name and API Name fields. This can be any string value.

Enter your Identity Provider's Issuer that you made note of in Step 3c into the
Issuer field.

Click the Choose File button for the Identity Provider Certificate, and select
the Identity Provider certificate that you downloaded to the desktop in Step
4a.

Change the Entity Id to the My Domain URL for this SP org.

Change SAML Identity Type to Assertion contains Federation ID from the
User object.

Enter the My Domain URL of your Identity Provider +
"/idp/endpoint/HttpPost" into the Identity Provider Login URL.
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j-  Click the Save button. If the save is successful, you should see a screen
similar to the below image:

SAML Single Sign-On Settings

Egt  Detts  Cloms Downloed Melsdats  SAML Assertion Validator

Namw  CTAIDS APiNama  CTA IDP

htips icagodeTo-0Osv-ad my sslasionos com Entmy o FiDs Jcasposmo-cev-ad my sawelorce com

O=Saiesfoece com, OU=0002000000 19wy, CN<SeifSignoaCon_17Jan20%6 08331

Defaut Cenifcate

S ASA-SHAY

crypion  ASSErion not encrypled

- Federaton IO

St

(TR POST
dermity Provader Login UNL NS UaoodemO-dev-ad my sslesiorce comsplendooriietnSost
enixy Provider Logout URL

Cuntoe Error USL

Just-intime User Provisioning

Iser Prowmoreng Enabie

Endpoints
Savaforce Login LRy NP NUASDIOMO-08V-00. My SRoaiorce comTeo=000 25000001 Swie
OAath 2.0 Tonen Endpoint NIOS TR DS mO-Oe-08 My SSasiorce oor AN 20K P00 02800000 *owiNe

Eft Dewts Clors  Download Metadats  SAML Asserton Valktstor

Take note of the field value for the Salesforce Login URL field.
Browse to Setup | Domain Management | My Domain.

. Click the Edit button under the Authentication Configuration section.
Under the Authentication Service field, deselect Login Page and select the
service that corresponds the name of the Single Sign-On settings configured
in step .

537 x5

6. Tell your Identity Provider about this Service Provider org.

a. Login asan administrator to the org identified as the IdP org to be used for
this exercise and browse to Setup | Security Controls | Identity Provider.

b. Click Service Providers are now created via Connected Apps. Click here.
under the list of Service Providers.

c. Entervalues for the Connected App Name, API Name, and Contact Email
fields for your Connected App.

d. Select Enable SAML under Web App Settings.

e. Enter the My Domain URL of the SP Org as the Entity ID.

f. Enter the ACS URL. The value of this is the Salesforce.com Login URL you
made note of in Step 5k.

g. Select Federation ID for Subject Type field.

h. Click the Save button. The Connected App details are displayed if the save is
successful.
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i. Click the Manage button.

j- Click the Manage Profiles button. Assign this SSO configuration to any
profiles of your choosing. The test user’s profile, which you are using to test
this configuration, should be assigned here.

7. Test your configuration.

a. Log out of both orgs.

b. Type the My Domain URL of the IdP org into your browser and log in as the
test user.

c. Now, type the URL of the SP org into your browser.

d. You will immediately be redirected to the IdP org. Since you're already
authenticated, you'll get redirected back to your SP org, and you should be
logged in without being prompted for an additional login.

e. Check the Login History on the SP org: Setup | Manage Users | Login History.
There should be a successful Login record of Login Type SAML-Initiated SSO.
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3. Social Sign-On

1.4  Describe how to incorporate social sign-on into a solution.

Use case

Universal Containers has recently embarked upon a social journey and, as part of this
initiative, they would like to enable Social Sign On using Facebook for Customer
Communities.

As part of a Customer Communities implementation, Universal Containers would like their
customers to have ability to log in using Facebook.

As part of Customer Communities implementation, Universal Containers would like their
customers to have ability to login using Facebook.

Detailed Requirements

e Ability for Customer Community user to login using Facebook.
o Ability to capture user data attributes from social profiles.
o Ability to link existing Customer Community user to their Facebook account.

Prerequisite Setup Steps

o Set Facebook as Authentication Provider in Salesforce.

o Create a Facebook Application on the Facebook Developer website.

* Modify the Registration Handler class to handle user provisioning and user data
received from Facebook.

e (Optional) Create a Community and enable Facebook as login option - Community
User.

e (Optional) Create My Domain and enable Facebook as login option - Internal
UserCreation of “Community” & “My Domain” not covered in this exercise

Creation of Community and My Domain not covered in this exercise.
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Considerations

o Ability for Customer Community users to use their Facebook credentials to log in to
Customer Community.

o Are there exiting users who need to be enabled for social sign on?

e Which data attributes needs to be captured from the user social profile?
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Solution

Best Solution Overview

Social Sign-On for Salesforce supports Facebook, Janrain, Salesforce, Open ID Connect,
Microsoft Access Control Service, LinkedIn, Twitter, Google, and GitHub.

Facebook authentication can be set up for both Salesforce users and Community users. As
part of this exercise, we will:

o Create a Facebook application that can be used to authenticate to Salesforce or a
Salesforce Community.

o Setup Facebook as Auth. Provider in Salesforce.

e Modify the Auto-Generated Registration Handler class.

o Test the setup using the Test-Only Initialization URL.

e Link existing users via the Existing User Linking URL.
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e Log in using the Single Sign-On Initialization URL.
o Optionally, add a Facebook Login on Salesforce Login or Community Login page. (To add
Facebook as a login option on the Salesforce login page, create My Domain. To add
Facebook as login option on the Community login page, create a Community.

Authentication Flow

g &

User Client Application Authorization
Provider

1. User selects Facebook for Authentication

>

2. Salesforce redirects user browser to Facebook
with client_Id and response_type=code

<
>
3. User Authenticates at Facebook and Authorizes
Client (Salesforce) to access profile
<

4. Facebook redirects User’s browser to the callback
URL with Authorization Code

<

>

5. Salesforce makes a POST request with
Authorization Code to obtain Access Token

>

6. Facebook provides Access Token
v

Login Complete
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Detailed Setup Instructions:

1. Navigate to Setup | Administer |Security Controls | Auth. Providers and click the
New button.

Administer

'» Manage Users

» Manage Apps

'» Manage Territories

» Company Profile

[ +] mcms
Sharing Settings
Field Accessibility
Password Policies
Session Settings
Login Flows
Network Access
Activations
Session Management
Login Access Polices
Certificate and Key Management
Single Sign-On Settings
Identity Provider
View Setup Audit Trail
Expire All Passwords
Delegated Administrabon
Remote Site Settings
Named Credentials
File Upload and Download Security
CORS

2. Pick Facebook from the Provider Type picklist. Facebook
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3. Enter the Name and URL Suffix in the Auth. Provider Edit screen.
Auth. Provider

Auth. Provider Edit Save Save & New Cancel

Provider Type | Facebook v
Name |1 ogin with Facebook
URL Suffix [ ogin_with_Facebook

Consumer Key |

Consumer Secret
Authorize Endpoint URL
Token Endpoint URL
User Info Endpoint URL

Default Scopes

4. In another browser, go to http://developers.facebook.com and log in as a Facebook
user.

focebook fordevelopers §  Products  Docs  Tools &Support  News artn * m

Connect on a global scale.

Build, grow and monetize your apps with Messenger
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5. If you have not already registered, click the Register button. Click the toggle to read
Yes on the Facebook Privacy Policy. On this next screen, click My Apps and select

Add a New App.
Search My Apps ™ n

a Lucky Jesus

Add o New App

o

Requests
Developer Settiags
Company Settings
Log Out

Website

Next, select Website as the Platform.

Add a New Ap

Select a platform to get started
Android Facebook Canvas Website
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6. If you have created Facebook apps previously, Facebook shows you your most
recent app. Click Skip and Create App ID.

Skip and Create App 1D

www

Quick Start for Website

7. Enter the App name in the Display Name text box on the Create a New App ID
dialog.

Create a New App ID

Display Name

| Salesforce Social Sign On

Namespace

Ko s this a test version of another app? Learm More

Cabariee
Lalegory

Cancel e mRN 40
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Click Create App ID. A pop-up window will then ask you a challenge question to
prove you’re not a robot. (You're not, are you?)

Security Check

Please select all the photos which show a tiger.

You can aiso do this securnty check with text or audio mstead of photos

Ifyou think you're seeing this by mistake, please let us know.

T s | Cancel
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You will then be redirected to a Dashboard. Copy the App ID and App Secret.

Salesforce Social Sign On o

This app is in development mode and can only be used by app admins, developers and testers [?

App ID
1505495

API Version (? App Secret

v2.5 06d9d357b43c8

T Rese

8. Go back to the Auth. Provider Setup window and fill in the consumer key (Facebook
App ID) and the consumer secret (Facebook App Secret.)

9. Choose the Apex class for Registration Handler: either existing class or click the
Automatically create dummy registration handler link to automatically create a
Registration Handler class.

Auth. Provider Edit

NOTE:

Provider Type

Name

URL Sutfix

Consumer Key
Consumer Secret
Authonze Encpoint URL
Token Encpoint URL
User info Encpoint URL
Detault Scopes
Custom Erroe URL
Custom Logout URL
Registration Handlet

Executs Registration As
Portal
lcon URL

Save  Save & New Cancel

| Facebook v
| Login with Facebook
|Login_with_Facebook
| 1505405166423626 f
[06d9d357043c8abcadces! o
hitps /www facsbook comvdialeg/oauth
hitps./graph Y.w» 2O00K COmM/osuth 8cc 258 oken
niIps/igraph facebook comime
'
Q.
Q
~None—- v
Choose one of Qur SAMpE CO0S

Save  Save & New Cancel

Note: The Auto-generated class has a lot of hard-coded values and must be
modified. See Appendix 1 for the Auto-generated class and sample modified

code.
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Also choose the user that will execute the registration (must have “Manage Users”
permission.) Next, update the User Info Endpoint URL:

https://graph.facebook.com/me?fields=picture,name,first_name,last_name,id,email,fri
ends

10. Click Save. Salesforce will provide following URLs:
Client Configuration

Test-Only Intialization URL  hitps /login salesforce com/services/authvtest'00DUOD0D000Y y 84MAC Login_with_Facebook

Single Sign-On intialization URL  https /login salesforce comvservices/auth'sso00DUO000000Y y84MAC Logn_with_Facebook

Existing User Linking URL  hitps //login salesforce comvservices/authViink/ 00D LI0C00000Y y B4MAC Login_with_Facebock
OAuth-Only Initialization URL  hitps /login salesforce comvservices/auth/'oauth 000U 0000000Y yB4MAC/Login_with Facebook

* Caliback URL hitps Jogin salesforce convservices/authcallback/000L0000000Y y84MAC/Login_ with Faceboo

Edit Delete Clone

Test-Only Initialization URL: Administrators use this URL to ensure the third-party
provider is set up correctly. The administrator opens this URL in a browser, signs in
to the third party, and is redirected back to Salesforce with a map of attributes.

Single Sign-On Initialization URL: Use this URL to perform single sign-on into
Salesforce from a third party (using third-party credentials). The end user opens this
URL in a browser, and signs in to the third party. This then either creates a new user
for them, or updates an existing user, and then signs them into Salesforce as that
user.

Existing User Linking URL: Use this URL to link existing Salesforce users to a third-
party account. The end user opens this URL in a browser, signs in to the third party,
signs in to Salesforce, and approves the link.

Oauth-Only Initialization URL: Use this URL to obtain OAuth access tokens for a
third party. Users must authenticate with Salesforce for the third-party service to get
a token; this flow does not provide for future single sign-on functionality.

Callback URL: Use the callback URL for the endpoint that the authentication
provider calls back to for configuration. The authentication provider has to redirect
to the Callback URL with information for each of the above client configuration
URLs.
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11.Copy the Callback URL. Navigate back to the Facebook App page and click Settings.

Salesforce Social 5, Dashboard
@ Dashdoant . .
S Salesforce Social Sign On
Thes spp v (0 Gewetapeniet BO8e st Cab oy D wod By a0 Miwins dovelppurs and besiees
° s‘“"ﬂ‘b ‘ App D AR Varson | App Secrel
& App Review 1505405166423826 vis
@ Aop Details
& Roles Get Started with the Facebook SDK
Choose a Platform
e o Guick starnt guided 10 sof up the Fucshook SOX o your 105 or Andvund up
@ Open Graph " gu ‘u*nvm'xl‘-h o o
Click Add Platform and choose Website.
Saleaforce Soclal 5. Basic Advanced Migrations
@ Dasnboard App © App Secr=t
15084064 105421620 “rssenne Show
© Senings S
Diaplay Name Namespoce
* App Review Salesforce Sociat Sgn On @
O Aop Detads App Domams Contact Emml
Used fr smpodant commumncation aboul yoar spp
& Roles
& Open Graph 7
A Aarts elotw App
Select Platform
n € )
L 13
) '
7 Pt i
Facebook Canvas Website i0s Android
-
H = N P
s <>
Windows App Page Tab Xbox Play Station
Cancel
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Paste the Callback URL in the Site URL text box. Click Save Changes.

Salesforce Soclal 5. =
@ Dashboard

O Settings

* App Review

& Aop Detals

2 Roks

& Open Graph

A Ners

N Localize

W Canvas Payments

A Audence Network

Basic Advanced Migrations

Agp ID App Secret

1606435106423826 ELCTEEETY Show
Owplay Name Ramespace

Salestorce Social Sign On @
App Domams Contact Emad

Used W mporant commmeation aboul your g

Website Quick Stant
Sita URL

hitps Mogn salesforce com/ser

ack000U0000000YyBIMACLogn_with_Facebook|

+ Add Platform
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12.Use the Test Only Initialization URL to test a response from Salesforce via Facebook.

a.

b.
(o
d

Make sure you are logged out of Facebook.

Go the Test-Only Initialization URL.

You will be prompted to log in to Facebook.

Facebook will prompt you to allow the app you just created.

Continueas

Salesforce Social Sign On will receive the following info: your
public profile and email address. @

Edit the info you provide

@ This does not let the app post to Facebook.

Cancel Okay

The response shows the data received by Salesforce from Facebook (in an
Auth.UserData object.)

«  CH alatkp: a2 salesforce.com/senvices/matheallbach/ 000000000V 4 MA Loge ,--Lsh FacabookFcode ~ ADAY O
B Apps .nmwm- QmM! DSahsthuv GGoogh - Mmm &MM-I:\. QSd

This XML file does not appear to have any style information associated with it. The document tree is shown below,

yiuser>
<full_name>Colin Daly</full name>
<1d>10153435291298437¢/1d>
<portal_id>200000020000000< /portal _id»
<provideriFacebook</providers
corg_1d>00D000000aYy84< forg 1d>
fuser>
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13.Link an existing SFDC account to a Facebook account. Use the Existing User Linking
URL to allow a user to link his/her Facebook account to an existing Salesforce
account. This establishes a Third Party Account Link on the user record in Salesforce
and allows for SSO using third-party credentials.

If you are not presently logged into Facebook, it will prompt you to do so. If you are
not currently logged into Salesforce, it will direct you to log in as the Salesforce user
that you want to link to Salesforce. Salesforce will prompt you to allow link to the
third-party account.

salesforce

D you want 1 link your Facebook account 50

colin_cdevParchitect com’ (e

Click Link Account and the accounts are successfully linked.

salesforce

Accounts Linked

To view the third-party link in Salesforce, go to Administer | Manage Users | Users
and click on the user record. Scroll down to the Third-Party Account Links section. It
displays the third party and username and has ability to revoke the access (or

remove.)
Third.Party Account Links Thad-Parly Acxzaml Lk Mey
Arner DwmoPany Mame TRePany Usermane AUt Poowicies
e faceboos 1015343528 4208457 00 Wil Faceloss
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14.Use the Single Sign-On Initialization URL to sign in using an already linked Salesforce
account, or to provision a new user in Salesforce (either regular or Community). The
provisioning is done by the Registration Handler class. (Refer to Appendix 1).

a. It will prompt you to log in to Facebook (if not already logged in.)

b. Itthen logs into SFDC automatically and redirects to the SFDC home page.

15.Sample public website page with URLs for linking and SSO:

[ Jo—p—
WA rrl(dr.n'h'.!"r"“ % T —
« C wWww.colorprimitive.corr o\
Suleslorce SFOCSandbes W YM DI YVF OF ¥V Sgoms SFOCTech
Weicoene to ColorPrmitive.com
Salesforce User login using Facebook
ColorPrimitive Portal Login using Facebook

16.Optionally, add a Facebook login option on the Salesforce login page or Community
Login Page.

For the Community Login Page:

Go to App Setup | Customize | Communities | All Communities.

Select the Community by clicking Manage. This will navigate to the
Community Manage page.

Go to Administration | Login & Registration.

In the Login section, under External users can login or register with: mark
Login with Facebook as True.

Save the setting.

Go to the Community Login Page and select Login with Facebook.

For the Salesforce Login Page:

Go to Setup | Domain Management | My Domain.

In Authentication Configuration section, under Authentication Service mark
Login With Facebook as True.

Save the setting.

Go to the My Domain URL and select Login with Facebook.
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Appendix 1
Sample Auth Registration Handler Class (with Modifications)

1 //Registration Handler for FB Authentication for SFDC users

2

3 global class AutocreatedRegHandler1454925297642 implements Auth.RegistrationHandler{
4 global boolean canCreateUser(Auth.UserData data) {

5

6 //TODO: Check whether we want to allow creation of a user with this data
7 return true;

8 }

9

10 global User createUser(Id portalld, Auth.UserData data){

11

12 system.debug('createUser');

13 system.debug( data.attributeMap );

14

15 if(!canCreateUser(data)) {

16 //Returning null or throwing an exception fails the SSO flow

17 return null;

18 }

19

20 if(data.attributeMap.containsKey('sfdc_networkid')) {

21

22 //We have a community id, so create a user with community access
23 //TODO: Get an actual account

24

25 Account a = [SELECT Id FROM account WHERE name='Acme'];

26 Contact ¢ = new Contact();

27

28 c.accountld = a.Id;

29 c.email = data.email;

30 c.firstName = data.firstName;

31 c.lastName = data.lastName;

32

33 insert(c);

34

35 //TODO: Customize the username and profile. Also check that the username doesn't already exist and
36 //possibly ensure there are enough org licenses to create a user. Must be 80 characters or less.
37

38 User u = new User();

39 Profile p = [SELECT Id FROM profile WHERE name='Customer Community User'];
40

41 u.username = data.firstname +'.'+ data.lastname + '@acmecorp.com’;
42 u.email = data.email;

43 u.lastName = data.lastname;

a4 u.firstName = data.firstname;

45

46 String alias = data.firstname+'.'+data.lastname;

47

48 //Alias must be 8 characters or less

49 if(alias.length() > 8) {

50 alias = alias.substring(e, 8);

51 }

52

53 u.alias = alias;

54 u.languagelocalekey = UserInfo.getLocale();

55 u.localesidkey = UserInfo.getLocale();

56 u.emailEncodingKey = 'UTF-8';

57 u.timeZoneSidKey = 'America/Los_Angeles';

58 u.profileld = p.Id;

59 u.contactId = c.Id;

60

61 return u;
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63 Yelse{

64

65 //This is not a community, so create a regular standard user
66 User u = new User();

67 Profile p = [SELECT Id FROM profile WHERE name='Standard User'];
68

69 //TODO: Customize the username. Also check that the username doesn't already exist and
70 //possibly ensure there are enough org licenses to create a user. Must be 80 characters
71 //or less.

72

73 u.username = data.lastName+'.'+data.firstName + '@demoorg.com';
74 u.email = data.email;

75 u.lastName = data.lastName;

76 u.firstName = data.firstName;

77

78 String alias = data.lastName+'.'+data.firstName;

79

80 //Alias must be 8 characters or less

81

82 if(alias.length() > 8) {

83 alias = alias.substring(o, 8);

84 }

85

86 u.alias = alias;

87 u.languagelocalekey = UserInfo.getLocale();

88 u.localesidkey = UserInfo.getLocale();

89 u.emailEncodingKey = 'UTF-8';

90 u.timeZoneSidKey = 'America/Los_Angeles';

91 u.profileld = p.Id;

92

93 return u;

94 }

95

96 }

97

98 global void updateUser(Id userId, Id portalld, Auth.UserData data){
99

100 User u = new User(id=userId);

101

102 //TODO: Customize the username. Must be 80 characters or less.
103 //u.username = data.username + '@myorg.com’;

104

105 u.email = data.email;

106 u.lastName = data.lastName;

107 u.firstName = data.firstName;

108

109 //String alias = data.username;

110 //Alias must be 8 characters or less

111 //if(alias.length() > 8) {

112 //alias = alias.substring(o, 8);

113 /1%

114

115 //u.alias = alias;

116

117 update(u);

118 }

119 }
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Request a Practice Org

To request a Practice Org that contains information from some of the Build Materials,
please click here to open a case.

Select Question Type: Architect Support

Question Detail: Request Practice Org

ALERT:
ALERT: If you are not active within your practice org for 6 months, it may be

deactivated.

JAN
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Salesforce Architect Success Group

e Want to make sure you don’t miss any content release updates or news regarding the
Salesforce Architect Journey?
e Looking to connect with others that have the same interest?

Click here and request to join the Salesforce Architect Success Group.
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